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Abstract—I nfor mation security often neglected by individual or employee or even by the enterprise, with thereis no proper strategy
to raise awareness, promote consistency and maintain perfor mance regar ding protect sensitive, confidential, and critical data. One of
the common techniques used is a vulnerability assessment and penetration testing (VAPT) to assure the security strategy has been
implemented into the computer system by analyzing both its strength and weakness. SQL plays an essential role in the Relation
Database Management System (RDBMS) and its relationship to the existence of a website and its flexible operation because of its
simplicity and integrity. To anticipate these types of threats or other Internet attacks, a goal-oriented penetration test that has a
framework is recommended to identify specific types of vulnerabilities that lead to business concessions and to avoid the risks that
adversely affect the enterprise Thus. This study conducts VAPT to uncover the possibility of threats and evaluate the potential impact
to be reported to the system owner through a proper engagement framework that allows systematic measurement. Gover nment
websites have been identified for this purpose of the research to show the current trend that occurred in cyber communities,
especially in Indonesia. This study has found various vulnerabilities lies in the directory listing, full path disclosure, PHP info
disclosure, folder webserver disclosure, and other potential threats, which present 2 (two) critical, 6 (six) medium, and 2 (two) low
level of risk.

Keywords— vulner ability; threat; pen test; network security; assessment.

with $ 66.3 billion. On the other hand, memory
[. INTRODUCTION dumper/memory scrapper (16%), downloader (14%), remote
Indonesia, as a country, has a critical note to take intoadministration tool (RAT) (9%), the injector (9%), keystroke
consideration indicated by huge cases in cybercrime bylogger (8%)_ar_1d bot (7%) become the most _encpuntered type
Symantec 2018 [1] that recorded the number of cybercrimesOf m_alwa_lre in industrial cyberattacks _worIdW|de_z In 201.7 [3].
experienced at 59.45 million, which hold the fifth positon _ Historically, 1D SIRTIl (Indonesia Security Incident
below China, India, United States of America, and Brazil. RESPonse Team of Intemet Infrastructure) mentioned that at
Unfortunately, Global Security Index 2017 by ITU-D the extc_arnal side, 1.1 million attacked occurrgd against
presented a low maturity score of 0.424 above Sri Lanka anolndonesm Intern_et Infrastructure every day, which m??"y
below Pakistan, which holds Indonesia in the rank of 70 out ©©MeS from_ China. Qn the other hand, 3 (three) million
of 193 in terms of cybercrime strategy. It involves several attacks. against foreign Internet Infrastructure, mostly to
criteria for the assessment, namely the establishment ONaIayS|a, come from Indonesian users. Also, _from 1998 o
cybercrime legislation, cybersecurity regulation and training, 2009’_ there were _aroun(_j 5'23.9 atta_cks against Indon_e5|a
the existence of technical institution (national websites (d_o_maln id: go.id, co.id, or.id, ar_1d_ _ac.|d), v_vhph
CERT/CIRT/CSIRT), implementation standard framework some practitioner assumed that thpse activities are in line
for organization, child online protection, public consultation, with _the d'StT'PU“O” of 48 (forty-eight) books related to
cybersecurity metrics, public awareness campaign, incentive!'aCking activities of a module that encourage the common
mechanism, academic curricula, bilateral and multilateral USE" 10 execute the code on practice either based on

agreements, or interagency partnership [2]. This conditioneh"‘tert""inm?nt lc))r econorr;]ic bgnefitsh [4a|1g]' Unfor'gunatel_y,d
can be interpreted that predominantly, the legislative, "€ tyPe of cyber case has been handled are quite varied,

executive, or judicative, or even mostly the citizen are not which cover several types of cybercrime domain such as
aware of the crucial implication of cybercrime to society in defac_e, . cyber _gambllngz _cyber pornography, - cyber
the long run. Sadly, Indonesia also becomes the top 10 (ten rosntutlon_, child prost!tutlon, cyber . fraud case,
for most country that has the most victim lost at $ 3.2 billion cybe_rterrorlsm, cyberbullylr_lg, c_ybe_rstalklng, denial - of
annually [3], while China has experienced the greatest loss>¢VICE: rahsomware, and privacy infringement.
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Commonly, the application or the website will be tested - Fiddler for web debugging proxy.
thoroughly before launching or go live to identify the « Nikto to identify web server type, version, add on,
potentiality of vulnerability, the functionality of the features, configuration, and other interesting files.
and the acceptance of the users. Thus, network penetration - WebScarab as an interceptor for identifying new
testing as one common method of assessment becomes URLSs on the test target, the session ID analyzer, and
critical to anticipating the risk of security exposures when the parameter fuzzer.
cyber-attacks are launched at a sudden moment. The security - w3af for vulnerability tester.
assessments also help the organization to assure the -« Firefox extension, named firebug for inline editing,
important program become protected from exploitation, breaking forms, messing with JavaScript, making
which can be elaborated further by comparing specific best rogue sites, and man-in-the-middle component.
practice or benchmarking with the current implementation. » Cenzic Hailstorm as a web vulnerability scanner.
However, the general criteria, indicator, and category of . Core Impact to identify, validate and exploit

network vulnerabilities can embody polar differences depend vulnerabilities in Reflective/XSS, Blind SQL/
on the context, configuration, and standard. This may be Injection and Remote File Inclusion for PHP
different from the penetration of word systems, remote application.
passwords, web servers, databases, network services, - Nessus 4 to detect remote cracker that can control or
network devices, directories, disclosure of information, and access sensitive data, misconfiguration, and default
encryption. password.

Importantly, the prioritization of vulnerabilities - DOS, lastly, Metasploit Framework to develop and

identification drives essential requirements for the overall execute exploit code against a remote target machine.
penetration testing process. Also, the reasons for intense The penetration test can be performed in two models, both
pressure on pen test requirements include concerns such eexternal and internal [6]. The penetration test for external
threat identification, perimeter security assessment, networks has a function to show that there are known
industrial regulatory certification, IT security cost control, security vulnerabilities that can be exploited by attackers
vulnerability control solutions, legal compliance, security when they appear outside the network’s boundaries, usually
check, verification, authentication, and justification for the from the Internet. It includes the analysis of information
return of security investments. Currently, this type of testing available to the public, the network enumeration stages, and
becomes a general phenomenon to improve the operationethe behavior of the security agencies analyzed, which can be
efficiency of IT security, while others are used to address categorized as a traditional approach because related to
different kinds of problems. server evaluation, technical infrastructure, and core software
Domain selection is one of the essential components ofand without prior knowledge of the target environment. All
penetration testing, but it is also one of the most overlookedweb servers, mail servers, firewalls, routers, IDPs, and
components. Unfortunately, much of the article volume has others must be subject to intrusion testing activities to assess
been written about various tools and techniques that can besecurity positions. On the other hand, the intrusion
used to access the network, but the pre-hacking topic golpenetration test reveals a comprehensive view of the
neglected, which is the preparation phase. Ignoring theorganization's security situation, which quite like the
completion properly of pre-engagement activities could openexternal evaluation. The test will be conducted through
a penetration test by potential hackers to many complexseveral network access points, representing each logical and
problems, including crawling scopes, unsatisfied customers,physical network segment. It is used to determine whether an
and even legal issues. Thus, identifying the scope of theinternal employee of an unsatisfied organization can break
project precisely and determines what will be tested can beinto the internal network with the amount of knowledge
extremely useful in the process of security assessmenthe/she has in the IT field. Commonly, it can occur through
mainly to conduct penetration testing as the preliminary exposing the poor level of security or control in the
phase in identifying vulnerabilities of a specific website. environment for stealing sensitive information.
Enterprises spend millions of dollars recovering from  SQL plays an essential role in the Relation Database
security breaches due to notification fees, remedial efforts,Management System (RDBMS) and its relationship to the
low productivity, and loss of income, which estimates that existence of a website and its flexible operation because of
recovery efforts alone will be at around US $ 167 thousandits simplicity and integrity. Problems such as SQL injection
per incident [5]. Thus, from a business perspective, can occur when an attacker injects SQL queries with new
penetration testing can protect the organization againstparameters in the input values to access the information
failure by preventing financial losses, able to raise popularity within the database. Meanwhile, Cross-Site Scripting (XSS)
through demonstrating due diligence and compliance with can occur when embedding JavaScript, VBScript, ActiveX,
industry organizations, customers, and shareholders as welFlash, or HTML with malicious XSS links to obtain root
maintaining the corporate image with streamlining privileges and all sensitive data [7]. This technique is quite

information security investments. common to be used by hackers to have the privilege to
control or looking at specific data within the system for
IIl. MATERIAL AND METHOD various types of purposes such as wealth, desire, fame, or

other internal or external motivation. To anticipate these
types of threats or other Internet attacks, a goal-oriented
There are various tools to conduct pen test, such as [5]:  penetration test that has a framework is recommended to
+ Nmap to find a web server. identify specific types of vulnerabilities that lead to business

A. Material Review
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concessions and to avoid the risks that adversely affect thepportunities, motivations, and technical means from the
enterprise [8]. Of course, it should not be driven by intended person to attack a specific system based on certain
compliance because some different reasoning influences theircumstances regarding when, why, and how. Therefore, the
culture and work pattern to implement specific security penetration test only addresses the dimensions of “how” the
strategy within an organization. threats can be conducted with understanding its step-by-step
Before conducting the penetration test, it is good to mechanism [14]. Vulnerability assessment, including the use
determine the maturity level of the client’s security location of various automated tools and manual testing techniques, is
and establish the line of communication with the customersused to determine the security situation of the target system.
in terms of the incident reporting process, status reportin this step, all the breakpoints and gaps are found. This
frequency, legal considerations, and others. For customergoint of violation or vulnerability, if detected by an attacker,
with immature security software, it is often useful to conduct can cause significant data loss and deceptive intrusion
a gap analysis first before jumping to penetration testing oractivities. In the penetration test, the laboratory simulates the
conduct vulnerability assessment VA [8, 9]. Therefore, each activity of a malicious attacker trying to exploit the target
vulnerability or risk identified should be labeled and system vulnerability. In this step, the set of gaps identified in
categorized as extreme (catastrophic), high (significant),the VA are used as input domains. This VAPT process helps
elevated (material), moderate (limited), and low assess the effectiveness of security measures in the target
(measurable), which are defined based on the securitysystem [15].
controls being compromised with several types of the Essentially, hackers, after compromising the host, need to
possibility that impact reputational, financial, physical, or obtain information about the host’s location and functions in
other resources in the organization [10]. To prevent securitythe intranet, which will include the hostname, interface,
breaches and loss of important business data, a person musirection, and service that our host listens to. The more host
identify and categorize security gaps in its network. Thus, gets used to the operating system, the more reliable it is [16].
penetration testing has benefits to increase awareness dt should take note that current techniques in the VAPT can
highly-exposed systems, demonstrate compliance withbe obsolete due to the improvement of the operating system
industry standards and regulation, measure securityor platform as the frequent attempts to commemorate a new
effectiveness based on own security perimeter securitygeneration of technology advancement such as Google
investment, reduce risk by following expert remediation Hacking [17]. Once the service provider or the system owner
guidance and demonstrate impact to executive leadershipealizes and aware of the importance of security strategy and
with concrete proof to the business [11]. However, the routine check-up over the system, which has been
threats usually come from the weakest link in the formulated into employees’ work practice, the objective of
organization, which is human beings concerning their protecting resources and assets can be optimized [19-20].
attitudes, behaviors, or responsibilities at a certain level Usually, the reconnaissance type of network attacks has been
through the exploitation of their habits or patterns. For occurring in the majority list of security logs with a
example, through e-mail phishing, telephone pretexting, percentage of around 90-95%, with the rest left for access
physical vector, or any type of social engineering techniqueand denial of service attacks [21]. Furthermore, it is
to elicit information or manipulate an employee into recommended to perform intelligence gathering that deals

performing actions that may aid in an attack later [12]. with foot printing, scanning, and enumerating, as well as to
establish threat modeling consist of attacker-centric,

Exploi TN software-centric, and asset-centric [22]. VAPT activities are
f—=<-——'-"’"@“’ Day Attack simply reconnaissance (mapping), enumeration (picture) and

(Vulnerability) P— exploitation (execution) [23].

- = . ™
Follow On Attack
\\

B. Research Methodology
. Dissemmm In this study, the researchers employed qualitative
|

-

Automatic , & methodology, which is an experiment by developing a
Exploit Concealment framework to conduct VAPT systematically. The
Genertion consideration in the experimental design is related to the

—— Advi . .
- variable that influences another called effect. It has the
— Patch . . L \ g .

— \‘_,_,,«-" o strength calculation to define significance and classification

( Remediation ) g based on the industrial standard, benchmark, or matrix [24],

— o Signature [25]. There are still differences in the definition of the VAPT
\5_____,/ testing with the risk assessment, black-box evaluation, and
Fig. 1 Life Cycle Vulnerabilities [15] performance  measurement. Moreover,  assessment

) _ o emphasized the value or quality of something through the
Penetration tests on companies can be classified into thregiq procedure while evaluation focused on the

types, which are grey hats, white hats, and black hats. In theectiveness or performance of certain activities. On the
white hat, the laboratory is a moral breach that respects théner hand, measurement prioritizes on the level of hierarchy
regulations, and staff can assist in testing. In the meantime, g, |apeling the useful detail before the process. In this case,
black hat is used primarily to see how employees interactine researchers describe VAPT as the documentation process
with unwanted attacks. Meanwhile, in grey hats, certain i, refrieve evidence through experimentation towards a

techniques have not reported for several reasons wherysecific object or product based on certain objectives. One of
conducting the test [13]. Security threats arise when there are
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them is related to the identification of the possibility of study’'s framework, which derived from literature analysis;
exploitation within the system. This research also has severathere are 8 (eight) linear steps that should be considered for a
drivers, namely understanding the way of business process isomplete process of VAPT. As can be seen from the figure.
organized and operated, locating the application and date2, the discovery analysis has five domains, which are
that are used, searching for hidden data sources that mapirectory Listing, User Information Disclosure, PHPInfo
allow access to secure information and identifying both Disclosure, Folder Webserver Disclosure and Potential
virtual and physical servers that run application necessaryVulnerability. Meanwhile, in the detection test, there are two
for business operation. The VAPT also can keep track ofdomains involve description & analysis as well as
what security measures are already in place and scan theecommended remediation.

network for vulnerability based on goal-oriented. In this

SCOPE AND
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Fig. 2 VAPT Framework

Directory Listing
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l1l. RESULTS ANDDISCUSSION Penetration testing related to a simulation of the hacking
process to identify security threats, which can be called
ethical hacking. Importantly, there are specific points to be
considered before conducting the testing, such as
understanding the consequences of the risk related to the
data stored and the test coverage to align with goal-oriented.
In this VAPT, it is found that the folder in the Simpus

application is not protected so that the attacker can view the

A. Directory Listing

« > Cc e | © ST

Index of /image/pegawai

Name Last modified Size Description

: Parent Directory

2017020582300.jpg
2017112071428.jpg
2017112071439.jpg
2017120521306.jpg
2017120521347.jpg
2017120542527.jpg
2017120542752.jpg
2017120542824.jpg
2017120542846.jpg
2017120684054.png
2017120734744.ijpg
2017120791754.jpg
2017120791820.jpg
2017120911406.png
2017120932355.jpg
2017121110637.1pg

Fig. 3 Screenshot of Directory Listing

2017-02-05 20:23 8.2K
2017-11-20 07:14 581K
2017-11-20 07:14 763K
2017-12-05 09:13 92K
2017-12-05 09:13 126K
2017-12-05 23:25 340K
2017-12-05 23:27 527K
2017-12-05 23:28 340K
2017-12-05 23:28 340K
2017-12-06 15:40 13K
2017-12-07 10:47 11K
2017-12-08 04:17 50K
2017-12-08 04:18 96K
2017-12-09 08:14 597K
2017-12-09 10:23 254K
2017-12-11 08:06 10K

1877

contents of files from several folders such as /image/ and
/assets/. The attacker also can see the contents of files
contained in certain folders, so it is dangerous if the folder
on the website has several confidential data such as
databases and user passwords. This type of threats has a
severity level of low, so the recommendations can be given
by adding empty index.htm files to each folder.

B. Full Path Disclosure

Full path disclosure vulnerabilities allow the attacker to
know the information of the web path. This information will
reveal a full error message to the attacker. By knowing the
full error message, the attacker can predict the directory
listed on that website. The attacker can also conduct direct
access to the specific files on a directory. Another use of this
full path this closure is predicting the directory of user
information. The user information plays a critical role
within companies, so the protection of personal data should
be prioritized over the others. Unfortunately, Indonesia does



not have specific legislation to administer and control
personal data protection within an organization under
government or private institution [26]. This type of threat

® simpus-amrian/errorilog

13 UTC] PHP Warning:

<o Ce

[07-Dec-2017 02:38: gregoriantojd() expects parameter

/registrasi_proses.php on line 54
[12-Dec-2017 06:13:35 UTC] PHP Warning: gregoriantojd() expects parameter 3 to be long,
/registrasi proses.php on line 54
[18-Dec-2017 03:18:55 UTC] PHP Warning: gregoriantojd() expects parameter 1 to be long,
/registrasi_proses.php on line 54
[26-Dec-2017 04:30:15 UTC] PHP Warning: gregoriantojd() expects parameter 3 to be long,
/registrasi proses.php on line 54
[26-Dec-2017 06:11:17 UTC] PHP Warning: gregoriantojd() expects parameter 1 to be long,
/registrasi_proses.php on line 54
[27-Dec-2017 06:50:40 UTC] PHP Warning: gregoriantojd() expects parameter 1 to be long,
/registrasi proses.php on line 54

[27-Dec-2017 06:51:01 UTC] PHP Warning:
/antrian/cari_pasien.php on line 30
[28-Dec-2017 02:07:16 UTC] PHP Warning:
/registrasi proses.php on line 54
[28-Dec-2017 06:35:42 UTC] PHP Warning:
/registrasi proses.php on line 54
[28-Dec-2017 14:01:55 UTC] PHP Warning:
/antrian/cari_pasien.php on line 30
[28-Dec-2017 21:56:00 UTC] PHP Warning:
/antrian/cari_pasien.php on line 30
[28-Dec-2017 21:56:08 UTC] PHP Warning:
/antrian/cari pasien.php on line 30

mysqli_fetch assoc() expects parameter 1

mysqli_fetch assoc() expects parameter 1
mysqli_fetch_assoc() expects parameter 1

mysqli_fetch assoc() expects parameter 1

3 to be long,

can be overcome by hiding error message with a certain code
of error message, for example, by displaying Error 404.

8 -9 L In@ e
in /home/_/publicfhtml/antrian
in /home/ | oublic_html/antrian

/public html/antria;

string given
string given
string given in JSWEY
in /home/ | /public html/antrian
in /home/| N rublic html/antrian
string given in /home/_/public_html/antrian

to be mysgli result, boolean given in /home/_/publicﬁhtml

string given

string given

gregoriantojd() expects parameter 1 to be long, string given in /home/_/publicihtml/antrian

gregoriantojd() expects parameter 3 to be long, string given in /home/| SN rublic html/antrian

to be mysqli result, boolean given in /home/| N r--lic_html
to be mysgli_result, boolean given in /home,/J N rublic html

to be mysgli_result, boolean given in /home/_/publicﬁhtml

Fig. 4 Screenshot of Full Path Disclosure

C. PHPInfo Disclosure

PHPInfo is valuable to explain the compiled information
about the server’'s environment, which controls processing
information such as cookie, server, GET, POST, and others
In this vulnerability, there is a phpinfo.php file that can be
accessed by everyone. This file is dangerous because i
contains detailed information about the webserver. An
attacker can find out any information about the webserver,
such as the type of web server is used, the version, and th
information in it. This type of threats has a severity level of
medium, so the recommendation that can be given is to
delete the phpinfo.php file. Commonly, unauthorized parties
after finding certain exploitable weaknesses within the
system, they will design and testing the performance of the
attack within their system that has a similar attribute. Then,
they will try to secure the line to obtain full access, and
privilege together eliminates the possibility to track the

© sno [
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Fig. 6 Screenshot of PHPInfo (2)

source before conducting a cyber-attack and delete theD. Folder Webserver Disclosure

recovery process.
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Fig. 5 Screenshot of PHPInfo (1)
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Fig. 7 Screenshot of Folder Webserver

When an HTTP client of web browser requests a URL
that wants to access targeted sites within directory structure
instead of the actual webpage in the directory, the web
server generally serves the default page, often called as main
or index, that offers content to the www. and have dedicated
software and hardware to conduct its function. In this VA, it



was found many errors in the application that raises sensitive After conducting the VAPT, as it can be seen in table 1
information such as the folder’s location from the webserver. about risk rating, which is defined four levels of categories:
When accessing the URL below, as the location of the folderCritical, High, Medium, and Low, then this study identified
used is /opt/lamp/htdocs/. There will be an error that raisesfive threats within three targets. In this case, critical level
the information. As a result of the ability to access this, the means an attack is expected that can endanger the resources
attacker can find out the location information of the and assets of the organization, while high level means an
webserver folder used. This type of threats has a severityattack might disrupt the business process and operation, even
level of medium, so the recommendation given is to makethe popularity. On the other hand, medium level defines that
improvements on the coding side so that it does not causen attack is possible that can present certain profit loss while

errors. low level points out that an attack is unlikely but possible,
, . which can reveal procedure about a specific project.
E. Potential Vulnerability
) ) TABLE |
In the process of penetration testing, there are fully RISK RATING
identified threats that can be verified and confirmed Ris Rafing
positively based on experiment and monitoring process, bul T get Critical | High | Medium Low Total
there are also cases, in a certain condition where they cannpkxx.go.id - - - - 0
be fully explained. It is recommended to establish a further_Simpus.xxx.go.id - - 3 1 4
step to determine whether they exist or not when the melpfSp-XXX-go-'d 1 - 1
authentication mechanism or trusted scanner can reveal the 22 1 - 3 1 S

location or their cause. In this, VAPT found a blind SQL
injection gap in the licensing file monitoring function. SQL IVV. CONCLUSION

injection occurs because there is no filter from user input so VAPT is a systematic process of deciding the weaknesses
that it can perform database query injection. An attacker canof an application that become popular and critical to promote
see all the contents of the database from the website dpmptspecurity, reliability, and integrity. In the era of the technology
where the database contains confidential data in the form ofadvancement, which hacking become the trend among a
usernames, passwords, employee data and permittegociety that threaten and endanger the harmony and business
community data, and others. This kind of threats has aflow of a company, it is necessary to have standard to
severity of critical while the recommendation that can be minimize risks and mitigate dangers. This study offers the
given is to use the filter function mysql_real_escape () on thedeveloped framework to conduct VAPT to reduce the cost
parameter/variable that captures input from the user. Thisincurred and having a broad range of security measure and
taken picture is the result of a dump database from thestrategy for diverse application and IT resource, as well as to
website dpmptsp, where the name of the database used igave a holistic view of the possibility of danger because of
Sirindu. There are 89 tables in theindu database, which  threats encountered within networks.

contain all confidential data such as users, passwords,
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