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Abstract— The critical issue in software quality is to maintain the relevance of the software to the dynamics requirements and
expectations. For the last forty years, many software quality models have been developed that focused on the technical and behavioral
aspect of the software and little attention towards user perspective of quality. Our previous works in certification exercises have
revealed the needs and rationale for software certification from user approach. This is aligned with the development of new social
network software; the new development approaches such as agile method and the varieties of commercial software in the market
which led to user dominance and control over the software. Thus, users are more criticised and demanded in the quality aspects of the
software service that accessible to a wide range of people from various categories of users. The users of the web-based systems can be
defined in several categories with different interests and perspectives, but this research only focuses on web users in general. The new
structure of the quality model is defined. The enhanced quality model and system are valuable to overcome the limitations of previous
models and further improve the application in software certification and assessment process.
Keywords— software quality; software certification; quality model; user perspective; web users.

a software product is through a certification process which is
carried out based on prescribed criteria. One of the studies
proposed several potential types of research and
developments of this effort in software certification [4].
Previous studies have revealed and demonstrated that
software certification could be conducted via three different
perspectives and approaches: end product quality,
development process and personnel and this is known as
software certification triangle [5]. Furthermore, in the
current technology demand and expectation, the certification
process could also be done through the involvement of user
within their environment. In contrast, previous works in
certification were carried out that involved third-party
agency such as government or private agency and also
implemented in the testing laboratories where executing the
software out of the operational environment [5], [6].
Nowadays the demand and role of software are increased
and needed in our everyday activities. Software developers
and software house companies compete among themselves
to deliver software products faster and adopting simplified
and practical methods of software development. According

I. INTRODUCTION
In general, the quality of software can be defined as the
product that meets user anticipation, needs, and
requirements. For the last forty years, several research
projects have been carried out that investigated ways to
establish and maintain software product quality. A
systematic software processes have been developed to
ensure that software product was produced with a highquality standard that met user’s requirements and
expectation. Despite that, there are still issues, reports, and
complaints from the users and community related to poor
quality of software delivered to them [1]. At the same time,
many software projects fail because of lack of user
involvement, insufficient user requirements and lack of
management support. The other factors related to software
failure are user constraints, insufficient knowledge and skill
of software developers and also technology change [2], [3].
Thus, the quality issues of software products are still
hovering among users, stakeholders, and developers in the
industries. One alternative approach to confirm the quality of
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The new enhanced model of ISO9126 which is called the
ISO 25010 or part of System and Software Quality
Requirements and Evaluation (SQuaRE) standard is still
centering on the technical aspects of software. Attributes
such as functionality, suitability, performance efficiency,
compatibility, usability, security, reliability, maintainability,
and portability are still embedded in this new model, but
there are additional new attributes in ISO 25010 compare to
ISO 9126 which are compatibility and security [16], [66]. In
the present, the literature study reveals that the scope of
technology and behavioral perspective in assessment
standard are remaining in software quality models [15], [32].
Previous studies showed that users from various
categories preferred the certification and quality assessment
process implemented and carried out by the users themselves
via the self-certifying method in their environment [11]. In
this new approach, the assessment and certification of
software products can be conducted by the users and in the
same operating environment. Furthermore, “user-centricity
approach can be defined as a new paradigm where the
requirements and limitations of end-users of software
products are given extensive attention at each stage of the
processes and user has control through her involvement in
using the product” [22], [32]. These requirements link back
to the basic definition of software that quality is defined as
“fitness for use” and “conformance to requirements.” The
term “fitness of use” means characteristics such as
functionality, efficiency, usability, and maintainability while
“conformance to requirements” means that software has or
adds value to the users [6].
2) The User-Centricity in Software Quality: Previously,
the software was recognized as essential and vital tools to
remain excel and competitive in businesses. Today, software
is more than a tool to support businesses, but it is also vital
to the social society as a whole. It has been recognized as
parts of everyone in life from all categories of users or
people [63]. The emergence of social network application
software such as Twitter, Facebook, Instagram, Friendster
and many more show the relevance and influential of
software and computer devices in people’s life. The
integration of human’s activities and ICT appliances
connects people anytime and anywhere through software
applications. This scenario creates a new paradigm where
people and users are the key actors in the situation, and this
is called user centricity paradigm [53].
Similarly, the user-centricity approach has been applied
and implemented in software design and development [69].
It has been adopted earlier where users involved in the
decision processes [17], [18]. Patton [17] debated that
software developers in some circumstances paid less
consideration about the benefits of user’s viewpoint during
the initial process of software development. Typically, users
prefer to use the software that meets their expectation and do
not concern much about the underlying code and design.
Therefore, as a developer, she needs to understand the wants
and needs of the user through what she builds, who will use
it and how to use it.
Furthermore, Patton stated that “user centricity is not just
caring about users or asking them what they want. It is the
understanding and collaborating effectively with them. Thus,
it helps and makes informed choices about what software to

to [7] and [8], even though software technology and
development have shown enhancement and improvement but
failures in software development projects are still being
reported and recounted. Referring to [7] and [8], “A software
project is considered failed if it is over budget and cost, over
schedule, does not meet the business objective and does not
meet user requirements.” Furthermore, from the economic
and social perspectives, customers will lose their trust and
buoyancy towards the organization. Also to economy view,
the project fails then maintenance cost will increase.
In this research, we focus more on the requirements and
limitations of end-users at each operational stages and
processes. The scope of this research is web-based
application system, as an individual or organizational usage
and the users frequently use this type of applications in their
daily activities. At this level, the users of the system involve
in the assessment exercise and provide all the necessary
information regarding the assessed and targeted system from
their perspectives.
The remaining of this paper is section 2 presents material
and methods which consist of a discussion of the
background issues in software quality and methods and
approaches. Section 3 presents the results and discussion,
while section 4 concludes this paper with a conclusion.
II. MATERIAL AND METHOD
A. Issues In Software Quality
Previous works have revealed that software quality could
be evaluated through internal attributes, external attributes,
and quality in use. The internal attributes are the insight of
product to create a good quality. Examples of internal
attributes are the inspections of an incorrect logic from the
program code and the memory usage. The external attributes
are associated with the user’s experience in using the
product in their environments such as reliability, usability,
and efficiency. The quality in use is referred to the user’s
perception of a quality aspect of the product [9]. Some
researchers believed that its quality demonstrated the
software originality and novelty without corresponding to
the underlying development process used [10]. Also,
software quality attributes such as flexibility, usability,
maintainability, and efficiency, are difficult to measure
directly because these attributes are assessed by the
developer and user based on their experiences and utilization
of the software [10].
1) Software Quality from Technical Perspective: Since
the 1970s, some software product quality models have been
invented and the well-known models among software
practitioners and quality researchers are McCall [12], [13],
Boehm [12], [13], ISO9126 [12], [13], [25], SQuaRE [16],
Dromey and Pragmatic Quality Model (PQF) [11], [31]. This
quality models emphasis more on a technical or behavioral
aspect of software and very minimum consideration towards
the view and perspective of a user or human factors in the
assessment.
As an example, software product assessment is used in
the ISO 9126 as a reference model, and the process
assessment is used ISO/IEC 15504 as a reference model.
Technical aspects were the primary focus of these reference
models in the development process and product quality [32].
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Quasthoff and Meinel describe user centricity as: “User
centricity in identity management systems does not only
refer to design processes leading to better usability, customer
satisfaction or something similar” [18]. The previous study
conducted by Ahn et al. [25] discussed managing the
individual and critical attributes related to the user
perspective. It focused on the user-centric in identity
management. Similarly, in this approach, the researcher
claims that user should have better control to the identity
information regarding their responsibilities and rights.
Therefore, users will protect for their private information by
itself. A user is a remarkable person who is responsible in
the middle between the identity provider and relying party.
In healthcare, user centricity is explained to improve health,
services and cost reduction. Two main categories of users
identified such as real users (patient) as an electronic
healthcare infrastructure and users of the system (medical
practitioners and pharmacists) as a health professional [18].

build” [17], [32]. Thus, we believe that the software quality
in assessment and measurement of must align to this
approach as well.
The opinions by Patton [17] have been supported with
Gulliksen et al. [19] that mentioned user-centered system
design (UCSD) was focused on the usability of the system.
Users who have experienced using the system can achieve
their satisfaction and expectation. Also, Gulliksen et al.
defined UCSD is a process of development that involved
usability work and user involvement in system life cycle. He
also proposed 12 principles of UCSD to support the meaning
of UCSD include development, communication, and
assessment regarding the user-centered process to make the
attractive system [19].
Iivari & Iivari [20] studied user-centeredness (UC) in
different perspectives and concerned with the system design
rather than focus on user interface only. Usually, the user
will attract the system through the user interface but
sometimes it difficult to find the useful information. Besides,
the user should know the design of the system to facilitate
them use the system more effective and practical.
User-centered design (UCD) is related to the usability; it
focuses on the user with a goal and needs throughout the
product development [21]. UCD is making the system usable
with interactive system development that will be used by the
system’s end-users [50]. UCD methodologies such as user
focus, users’ work practices, and tasks, active and direct user
participation to understand the user role with their task and
context of use. The involvement of the user in the design
process is vital to get user feedback and develop the
excellent system [49].

4) The Importance of User-Perceived: The social
network application software that available today such as
Facebook, Twitter, and Friendster has shown the influence
of computers in creating relationships and bonds among
people all over the world. Users choose these apps as their
alternative medium for communications, interactions, and
businesses. Cheung et al. [36] studied the impact of
Facebook as the medium for education and learning. Thus,
more efforts were given towards user’s perspective on
performance system of China E-government by Zhang et al.
[36]. This is significant because users are more aware of
their needs and expectations towards their system.
In the system design and development approach too,
many efforts have been given toward user involvement [34]
such as agile [62] and extreme programming. Ali et al. [38]
also focused on system design and development from user’s
perspective to ensure that the user interface of the developed
system fulfill user expectation and enable users to use the
system iteratively effectively. They developed a crime news
retrieval system using user perception approach. In cloud
computing too, the invention towards user-centric approach
is being explored particularly in investigating user ability to
determine the quality monitor and measures [46].
Furthermore, quality is a subjective matter that needs the
people thinking and perception to estimate the value of the
measurement. Users may have different perception towards
to the quality of the software from their perception and
experience [51].

3) The Roles of User Centricity: User centricity are
applied and considered in many other domains such as
engineering, healthcare, management, and business. This
shows the importance of the user’s role in various domain.
Another work carried out by Khan et al. [22] who explored
web-based systems assessment and adopting the usercentricity quality approach. The development of userperceived quality factor through a tree structure and was
called a Factor Criteria Attributes Metric (FCAM). Text,
structure, general quality, non-textual and physical
properties are the five criteria of FCAM. These criteria were
broken down into relevant attributes and subjective metrics
that web users may evaluate. The model focused on
identifying objectives and metrics and used them in
compliment to other models without covering the views of
designer or developer [22], [33].
Literature study showed that there was a related work
conducted the user-centricity in Federated Identity
Management (FIM) leaded by IBM Switzerland and
European Commission IST Project that suggested attributes
such as user control, privacy, and security. The properties of
user control such as confidentiality, integrity, revocability,
unlink-ability, policy, user-chosen IP, verifiability, generated
tokens, illegal sharing prevention, non-transferability, and
non-replay. Besides, the high-level properties such as
accountability, notification, anonymity, data minimization,
attribute security, and privacy [23] which were defined in
this model.

5) The Evolution of Software Quality: The evolution of
software product quality models can be summarised as early
as the year 1970s to years 2000s where it showed the
progress of measurement and assessment methods in
software product quality. In the early years of the 1970s, the
evolution of software assessment method revealed from
measuring
using
complexity,
estimation,
internal
measurements, and later evolved to the development of
software product quality model such as McCall, Boehm, and
FURP model. In the later models, the measurements were
focused on the external quality attributes, which could be
indirectly linked to the internal measures. Later during the
evolution, in the year the 1990s, ISO 9126 was introduced
that motivated by the industry to measure software based on
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experience in research and collaboration works in this area.
Most of them have involved in this area for more than ten
years. The expert review process was carried out iteratively
to achieve a conclusive decision among the experts. The
experts have recommended some modifications in items and
sentences related to the measures. The modifications were
implemented to ensure the validation and consistency of the
terms and definitions in theory and practice.
The next phase is the model development phase. As
mentioned earlier, this study adapted SCM-prod model and
proposed an enhanced certification model that focuses more
on user-centricity in the assessment. This model then was
tested and validated through a case study using a web-based
system operating in Universiti Kebangsaan Malaysia.

end-product quality approach. It is also referred to more
specifically the quality in-use factors [26][65]. During this
time, Software Engineering Institute through its Quality
Subgroup of the Software Metrics Definition Working
Group and the Software Process Measurement Project Team
had proposed a framework for discovery, reporting, and
measurements of problems and defects of software.
Mechanisms for describing and specifying the software
measures used to understand and predict software quality
and software process efficiency. The attributes used were
size, defects, effort and time [23].
The evolution continued and from years 2000 and
onward, we realized and observed the emergence of cloud
computing infrastructure, social network software and user
involvement in software development such as incremental
development and agile method. The development of
certification model embedded in software quality procedures
was getting more relevant and appropriate to ensure quality
assurance and guarantee of standard in software products
[52], [64]. Also, with the user domination in software
development and application, there is a demand for a
paradigm shift in quality assessment and certification. Based
on our previous experiences in certification research and
exercises, a demand for user-based quality assessment and
certification in the software industry is arising and aligned
with the design and development activity [28], [29]. In
developing a model that focuses on user-centric quality
approach, the metrics and measures are collected through a
different group of users. The different categories of users can
be classified as a public user, expert user, management user
and technical user [33].

III. RESULTS AND DISCUSSION
Yahaya did the previous study, and Deraman [31]
discovered that there were two main categories of attributes
in determining software quality: the behavioral and impact
attributes. The behavioral attributes refer to the technical
aspect of quality which generally known as the nonfunctional aspect of quality. The Pragmatic Quality Factor
(PQF) consists of attributes which are functionality,
maintainability, reliability, efficiency, portability, usability
and integrity. While the impact attributes which also
inclusive in PQF model are the characteristic that relates to
the impact of the system to the users in the environment.
Examples are the user perspective and requirements.
Literature study showed that the quality impact of a software
product was not only influenced by the technical or
behavioral factors of the software but also from human and
user perspectives [31]. It reflects the impact of the software
on the environment. The impact attributes previously defined
in PQF model were reviewed and applied in the current work
and focused on the human aspect of the quality were given
more attention and consideration.

B. Methods
This research was carried out in mixed methods which
involved quantitative and qualitative approach. The
qualitative approach included an interview and
brainstorming with experts in software assessment and
certification. Generally, in the brain-storming approach, we
conducted a series of workshop with researchers on our team
and invited experts in this specific areas. The main phases of
this research were: 1) theoretical study, 2) identify userperceived attributes, 3) proposed model development, and 4)
testing and evaluation of the model.
In phase 1 which was the theoretical study phase
consisted of literature reviewed and studied the state-of-arts
in software quality, assessment, and certification. The
theoretical and conceptual frameworks of this study were
constructed [30], [31]. In this research, the previously
developed software product certification model (SCM-Prod)
[10], was studied and enhanced in the model development
phase. SCM-Prod model was adapted and enhanced to give
more efforts on user’s perspective in the assessment model.
In phase 2, we identified, reviewed and analyzed quality
attributes on user perspective and centric approach. Based on
a literature study, the user-perceived attributes or
characteristics were grouped into five main classifications:
perspective and perception, requirements, control, privacy,
and security. The classification and attributes were verified
and validated by experts. Four experts in software quality
and certification were invited to join the review process.
They are from the academic background and have

A. User-Perceived Quality Attributes and Structure
The theoretical study disclosed that user-perceived quality
factors could be classified into five main attributes which are
user perception, user requirements, user control, user privacy
and user security as shown in Table 1. The initial work was
presented in our previous paper [46].
TABLE I
USER-PERCEIVED QUALITY ATTRIBUTES, METRICS, MEASUREMENT AND
SOURCES
Metrics
Popularity

-

Performance

-

Law &
Regulation
Recommendat
ion
Trustwort
hiness
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-

Measurements
Attributes: User Perception
The popularity of the system in the
environment.
Measure the overall performance of the
system.
Measure performance in term of
dependability, efficiency, usability, and
conformity.
Product complies with the laws and
regulations of the organization.
Recommend the system to others.

- Measure information/data in term of
confidentiality
(sensitivity),
integrity
(valuable), availability (critical) and

Source

[32]
[54]
[60]
[68]
[70]

accuracy (outputs).

Requirement
& Expectation
Environmenta
l adaptability

Satisfaction

Acceptance

Accessibility

Notification

Portability

Availability

Policy

Data
protection

Accuracy

Data
confidentiality
Integrity

Data
encryption

discussed in [33]. In this structure model, each attribute is
broken down further into relevant metrics. Each metrics is
then broken down into several measurements which can be
measured by appropriate values and scales. Measurement is
described as “the process by which numbers or symbols are
assigned to attributes of entities in the real world in such as a
way to describe them according to clearly defined rules”
[45]. In this model, the measurements used are the Likert
scale of 1 to 5. The proposed model is illustrated in Fig. One
which adopted the FAME structure. The same approach and
concept was applied by [33] and IEEE (2005) of software
quality framework [35].

- Product complies with user requirement
and expectation.
- Measure the portability, scalability,
reusability,
and
interoperability
(compatibility and openness) for the
adaptive of the software product.
Attribute: User Requirement
- Useful and easy to use the software
[39]
- User-friendliness
[32]
- Frequent use of the importance of this [40]
system
[57]
- Overall satisfaction with using this system
[67]
- The discretionary decision when using this
system
- Frequent complain of the system
- Relevant and useful functions of the system
- Responsiveness, effectiveness, correctness,
and variability
- The interface design (design, text, and
graphics)
Attributes: User Control
- Language provided by the system
[19]
- The benefit of the language to
[39]
access the system
[40]
- Links to the other systems
[41]
- Easy to manage, flexible and
[56]
more options.
- Option to use the system via different web
browsers
- New or information displayed by the
system
- Notification of the system from different
media (such as email or telephone)
- System accessible through various devices
such as desktop, laptop, tablet and
smartphone.
- The system is capable of operating in
different versions of operating system.
- System readiness
- The system is delayed or downtime for
certain time.
- The system is available and accessible in
reasonable times.
Attributes: User Privacy
- The system applied the privacy policy
[19]
- Policy requirement and specification
[27]
- Encryption to protect data in the system
[44]
- The encryption technology used in the
system
- Personal information is protected from
unauthorized access
- Automatic log off function is provided after
the set time limit
- Frequent of updating personal information
- The accuracy of the data
Attribute: User Security

[58]

- Unauthorised users had disclosed or copied
- The person who to disclosure of
information will take appropriate action.
- The other party had modified personal
information.
- The sufficient of username and password to
control the system
- Protection data encryption by the security
technology
- Encryption technology for username and
password

[14]
[42]
[59]

B. Validation of UsPQ
The proposed UsPQ quality model was applied and
validated through a case study. A web-based system
operated in Universiti Kebangsaan Malaysia was chosen as a
candidate for this case study. The system is referred as
Product A in this paper, is already operating in this
environment for almost 20 years. Product A system was first
built in 1994 and was implemented phase by phase until it
completed as a whole in 1997.
The hardcopy assessment form was designed and
distributed to the users of Product A system. Researcher
managed to collect back 50 forms from respondents who
were among the students, lecturers and also administrative
staff who have access to the system. The respondents were
required to assess the system based on the assessment form
designed from the UsPQ quality model. Based on the
measurements of the metrics and given the values of each
measure, users were able to answer all the questions in this
approach. As mentioned earlier, the values of inputs were
ranges from 1 to 5.
Table 2 shows the metrics structured in UsPQ model: M1,
M2, M3 ... Mt represent the metrics of any attribute defined
in this model, while U1, U2, U3 ... Un represents the
assessor of the system. In this model will be the users of the
system and P11, P12 ... Pnt is the assessment values given
by the assessor (or the user of the system) for each metrics.
TABLE II
THE CONCEPTUAL STRUCTURE OF USPQ MODEL

Metric

M1

M2

M3

M4

M5

Users
U1

P11

P12

P13

P14

P15

P1t

U2

P21

P22

P23

P24

P25

P2t

Pn1

Pn2

Pn3

Pn4

Pn5

Pnt

Un

…..

Mt

Based on the structure (refer to Table 2), we calculate the
average score for all attributes and metrics. The formulas are
as follows:
i) The average score for each metric:
Tk = ∑nj=1 Pij /n,

k =1, 2...t

(1)

Where n is the number of users and t represent the number
metrics, and k represents some attributes.

The attributes-metrics relationship can be structured into a
Factor-Attribute Metric-Measure model or FAME as
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Fig. 1 User-Perceived Quality Structure of UsPQ Model

iii) Quality score:

ii) Average score (A) for attributes:
Ax

=

∑tk=1 Tk /t,

k = 1, 2...t

Qs = (Ax /5) * 100

(2)

(3)

Where Ax is the specific attribute. The constant 5 represents
the maximum value of the quality score.

Where t is the number of metric defined in the attributes
and x represents some attributes.
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comments and suggestions according to the result of testing
such as adding respondents to the assessment of web-based
system and to perform more detailed analysis of each metric
and measurement as it is crucial to get the accurate results.
The analysis is used to improve the web-based system in the
future based on an assessment by users.

The average scores are computed for all attributes defined
in this model associated with the metrics and measures. The
results are shown in Table 3 and Table 4. The analysis shows
that the highest score obtained by the attributes Security. It
obtained a score of 4.09/5.00 or 81.8%. This shows that the
users of Product A are very satisfied with the security aspect
provided by the system. The lowest scores attained in this
study are the Perception which consists of Popularity,
Performance, Law & Regulation, Recommendation,
Trustworthiness, Expectation and Environment Adaptability.
The detail scores achieved by all attributes and metrics are
shown in Table 4.
TABLE III
USER-PERCEIVED ATTRIBUTES – THE AVERAGE SCORES

User-Perceived
Attribute
Perception
Requirement
Control
Privacy
Security

Score/5.00

Percentage

3.41
3.73
3.57
3.77
4.09

68.2%
74.6%
71.4%
75.4%
81.8%

TABLE IV
ATTRIBUTES AND METRICS OF USER-PERCEIVED QUALITY MODEL – THE
AVERAGE SCORES

User-Perceived
Attributes and
Metrics
Perception
Popularity
Performance
Law & Regulation
Recommendation
Trustworthiness
Expectation
Environmental
adaptability
Requirement
Acceptance
Satisfaction
Control
Accessibility
Notification
Portability
Availability
Privacy
Policy
Data protection
Accuracy
Security
Data Confidentiality
Integrity
Data encryption

Score/5.00

Percentage

3.41
3.80
3.85
3.92
3.76
3.72
3.74
3.62

68.2
76.0
77.0
78.4
75.2
75.2
74.8
72.4

3.73
3.96
3.57
3.57
3.83
3.01
3.33
3.69
3.77
3.91
3.89
3.38
4.09
4.47
4.10
3.49

74.6
79.2
71.4
71.4
76.6
60.2
66.6
73.8
75.4
78.2
77.8
67.6
81.8
89.4
82.0
69.8

Fig 2 Radar or web chart of quality scores by attributes

IV. CONCLUSION
This paper has presented a new software quality model
based on user-perceived quality attributes. The quality
model, UsPQ is constructed based on a user-centricity
approach where the users of the system evaluate and assess
the system on their insights, perceptions, and views. The
new enhanced model of software quality is beneficial to
justify the acceptance and satisfaction of the users towards
the usage of the system. It adds the human aspect and the
impact to the environment in the quality model which are the
absence of current and previous software quality models. It
represents quality from a different perspective and provides
an alternative approach to assess software product. For
future work, the proposed model can be enhanced where
users can be classified into different categories such as
management, expert, technical and public. It is
recommended that the UsPQ model be tested in more
significant number of users and applied in other applications
such as certification model as the quality standard or
benchmark and assessment model of quality.
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