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Abstract—IPv6, the Internet Protocol suite version 6, uses a Neighbor Discovery Protocol (NDP). NDP mainly replaces router
discovery and the Address Resolution Protocol (ARP) and after that redirects the functions used in IPv4, i.e. the Internet Protocol
suite version 4. The NDP system is a stateless protocol since it does not need the dynamic host’s configuration protocol server to
enable the various IPv6 nodes for determining the connected hosts along with the IPv6 network routers. To add layers of protection to
NDP, the SeND (Secure Neighbor Discovery) extension was developed, which provides router authorization, proof of address
ownership, and message protection for the protocol. SeND employs CGAs (Cryptographically Generated Addresses) and X.509
certificates. Despite its many advantages, deploying SeND is not easy, and it is still vulnerable to specific DoS (Denial-of-Service)
attacks. The components of SeND and its responses to NDP threats are further elaborated in this paper. Also, an overview of the
implementation of SeND, its limitations, existing vulnerabilities, and current deployment challenges are also presented. Furthermore,
to test the performance of SeND under a DoS attack, a test bed was implemented, and the results discussed.
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a new standard—the RFC 3971, SeND—was developed by
I. INTRODUCTION the IETF (Internet Engineer Task Force) [7]. An X.509
i tification, digital signature, and cryptographically
In the age of the Internet today, the existing Internet cer
Protocol, 1Pv4, is faced with issues of scalability and Spacegenerated address (CGA) are _the measures that SeND uses
to protect NDP. SeND was designed such that replay attacks

limitation of IP addresses as well as security. To address 4 IPv6 add heft q . O
these issues, a new protocol was developed to supersed@d IPV6 address thefts are prevented, message Integrity Is

IPv4, called IPv6. The Neighbor Discovery Protocol, NDP ensured, and the router authority verified. Despite it being a
provides IPv6 with a Stateless Address Autoconfiguration POtential approach for protecting NDP and making IPv6 a

(SLAAC) service and is a core protocol of the IPv6 suite [1]- safer pl:otc()jcoll, SeND is fdifficult to degloy. This_is because
[4]. There are many critical functions of NDP including networ evice manufacturers and operating system
Sdevelopers have not yet implemented SeND to the point that

it has reached maturity. Besides that, SeND is vulnerable to
DoS attacks and consumes high bandwidth, besides being
computationally intensive.

discovering nodes that are found within the same subnet,
providing active neighbors with reachability information
about paths, and discovering routers. Additionally, NDP
enables mobile nodes to join with foreign networks,
especially important in mobile IPv6, as it eliminates the need II. MATERIAL AND METHOD
for foreign agents. Despite its many advantages, since it isp Neighbor Discovery Protocol

assumed that every node in a link trusts the other, NDP is .
greatly susceptible to severe attacks. Nevertheless, there ar ICMP Redwect, Internet Contrd Message Protocol (ICMP)
outer Discovery and ARP are integrated to develop a single

instances where this assumption does not hold true, such as ,
when wireless networks are utilized [5]. Malicious users can protocol—IPv6 NDP. The five ICMPV6 control messages—

: " ter Solicitation, Router Advertisements, Neighbor
forge NDP messages by pretending to be legitimate node%c“.J o ) ’ ) >
with the intention of attacking the protocol [6]. As a solution, olicitation, Neighbor Advertisement, and Redirect—are the
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basis for most of the core functionalities of NDP [8]. The address of an on-link IPv6 node, the IPv6 nodes transmit the

definitions of these messages are as follows: NS messages, which generally include the sender’s link-
1) Redirect: A message sent from routers to alert hosts of layer address. If the neighboring node’s reachability needs to
better first-hop destinations. be verified, the general NS messages are unicast; however,

2) Neighbor Advertisement: A message sent frommosts to for resolving the address-related issues, they are multicast.
assist in link-layer address changes or as a Neighbor
Solicitation reply.

3) Neighbour Solicitation: Requests sent from IPv6 hosts
to verify that a node is still reachable or to determine the lin
layer address of a neighbor.

4) Neighbor Advertisement: As a response to the
transmitted NS messages, the IPv6 nodes transmit an NA
K Message. Different nodes can transmit this unsolicited NA
message. In this way, the changes that occur in the link-layer
addresses or in the role that the nodes play are relayed to the
4) Router Advertisements: Responses or messages, which neighboring nodes. After that, the information needed by the
serve as advertisements for the local link prefix and severalyodes, which includes the transmitter’s link-layer address
other options, sent from routers to Router Solicitation. and the role played by the sender within the network, is

5) Router Solicitation: Router Advertisement request sent Stored by the nodes.

from hosts. 5) Redirect: The initiating node is notified about the first-

There are two categories of NDP functionalities, which hop address for a particular destination once the IPv6 router
involve host-to-host and host-to-router functionalities [9]. sends a redirect message. Only the routers can transmit
Host-host functionalities determine direct host reachability, redirect messages as unicast traffic. Furthermore, only the
IP destination address of the datagram, Duplicate Addresshosts can process the messages, which are unicast for the
Detection (DAD), and Neighbor Unreachability Detection primary hosts.

(NUD) or determination based on the address resolution, if a The local network security could potentially be broken
selected address is already present in the link-local networkyith the utilization of NDP, which is insecure by default
as a basis for determining the next hop. Meanwhile, host-[11]. NDP has vast scope, so although it has basic protection
router functionalities allow the host to differentiate between mechanisms to some extent, it still requires additional
the remote networks and link local network and auto- conditions that must be fulfilled. These include a hop limit
configure their IPv6 address based on the router’s providedof 255, a source address that must be a link-local address,
information, in addition to finding routers on the link-local and NDP messages sent from routers should not go beyond
network and determining the parameters of the neighboringthe layer in which 2 access networks are directly connected.
routers and local link network. [10]. Even if all these conditions were fulfilled, it will still not be
There are 5 categories of NDP messages, i.e., Redirecknough to protect the local networks in IPv6 completely. An
(ICMPVv6 number 137); Neighbor Advertisement (NA, insecure NDP would be vulnerable to attacks of different
ICMPv6 number 136); Neighbor Solicitation (NS, ICMPV6, kinds such as Rogue routing information attacks, spoofing
number 135); Router Advertisement (RA, ICMPV6, number attacks, or Replay, DoS, and Redirect attacks [12]. These
134); and Router Solicitation (RS, ICMPV6, number 133). probable attacks are described and categorized in RFC3756.
All these categories will become operational after the To exacerbate the issue, there is even a toolset that was
ICMPVv6 message structure and format is applied. developed to attack IPv6, called the Hacker's Choice IPv6
1) Router Solicitation: The main idea behind the (THC-IPv6). The many attacks targeted towards NDP are

application of RS messages is to allow the nodes that werdurther described in the following sections:

present within a specific subset to investigate the presence of 1) Spoofing Attack: This attack involves an attacking node

the IPv6 routers, which are connected to the subnet. Athat gains unauthorized access by making use of the address
multicast message, which is transmitted by the hosts, isor identifier of another node [13]. This attack could also give
presented in the link in the form of an immediate response torise to different attacks such as DoS and MITM (Man-In-
the RA unicast message. The-Middle) attacks. In short, if the IPv6 does not have an
authentication mechanism in place, it will be open to
periodically transmit some unsolicited RA messages (if the malicious node attacks, which use spoofed source addresses

link consists of several other advertising routers), to generate spoofed IPv6 packets [14].

synchronization issues that arise are decreased after 2) DoS (Denial-of-Service) Attack: When an attacking
randomizing the interval present between the unsolicited node prevents a legitimate node from communicating with
advertisements. After receiving an RS message, the routergnother node attached to the link by using up computer
also transmit some solicited Router Advertisement messagesesources, this is called a Denial-of-Service attack. In this
The data, which is required by the hosts, is present in theseittack, the attacker aims to prevent a network node from
RA messages and helps them to understand the link prefixesacquiring a network address by generating the DoS on DAD
link MTU, particular routes, a lifetime of the addresses (Duplicate Address Detection) [15]. DAD is used to ensure
generated after auto-configuration, and also determinethat addresses in the same link do not collide. Also, a
whether or not the address auto-configuration system has tqegitimate host might be prevented from obtaining a new
be applied. IPv6 address as a result of a malicious node. The malicious
node uses a spoofed message stating that it has the address in
gnswer to every DAD attempt. Consequently, the victim will
fail to access the network or configure an IP address because

2) Router Advertisement: When the IPv6 routers pseudo-

3) Neighbor Solicitation: For verifying a previously
generated physical address or for discovering the physica
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every attempt to generate a new valid IPv6 will not pass the re— . YW ICMEVE Messages,
address collision check successfully [16].

3) Replay Attack: In this type of attack, the victim is Sesoiarhtdressing Sumecap

given fake replies by malicious nodes that silently capture
transmitted messages. The attacker changes a capture .
message transmitted between two nodes. For instance, thi MRy Protaction
attack could occur when Host B tries to communicate with

Host A, where, to obtain the physical address of Host B, cga
Host A transmits a Neighbour Solicitation message [17]. Rauter Autharization

RSA
Signature

4) Redirect Attack: This attack prevents the legitimate
receiver from receiving a packet, by redirecting it to a
further away node. The attacker could assume the role of the
legitimate router and take charge of the routing as well as
generate fake router redirect messages. Because this attac

intercepts every message exchanged between two nodes,
could also act as a MITM attack [18]. ————————3 Timestamp and NONCE e

5) Rogue Router Attack: This attack involves the Fig. 1 The Components and Functions of SeND

rerc|>_u_t|ng of gaﬁ: via msTtrtltc;]n OT :pgue ms;ormiltgon tt)))ll at SeND is based on CGA, which was created to prevent
ma|C|outshnode._ s(,ja retsu k e(\jn?r:m WO;J. nto bl €a .ﬁ t?thel‘t of addresses. The main idea behind the application of
access the desired nEtwork: an € routing tavles Wit L&,o cca system is the use of asymmetric cryptography for

infected. In _other words, the mahmoqs nod_e acts as a rOUteE’;\uthenticating the IPv6 auto-configuration addresses without
and transmits a fake address prefix. This attack is very

o s ’ altering the SLAAC 0-configuration paradigms. IDentifiers
severe because all joined nodes within the same subnet wil IIDs) that can be generated by the 1-way hashing of public
al_so be affected [19]. In fact, an expert attacker sometime eys of nodes and other such auxiliary parameters are what
mixes between the threats mentioned above—such as Do ake up the CGAs, which are also IPv6 addresses. In short
and spoofing—in order to strengthen the attack and make itth ! ) ’

difficult to detect. in addition t quci ket e node’s public key is associated with its IPv6 address.
more difficult 1o detect, in addition to producing Packels rpis can pe verified after recalculating the hash values and
with a fake source address to conceal his identity.

comparing them to the IID values of the transmitter's

B. Secure Neighbor Discovery address. The general CGA system estimates two independent
I:1-way hash values (i.e., Hashl and Hash2). The estimation
SeND working group released the first specifications of of the Hashz (112-bit) values e_stablishes an input parame.ter
SeND in 2002. SeND is not a new standalone protocol, but]cor calcul_atmg the Hashl (64-bit) value. The Hash2 value is

rather agreed upon enhancements for NDP, which inclugeSeen to increase the costs and computing time for hackers
three additional features as an extension to the NDP i.e. a\{vhen they attempt to carry out a brute-force attack. However,
mechanism for router authorization, address ownership proof't does not increase the Hash 2 output value length. The

and message protection. TABLE | summarizes the actualll_lf\l/%hn% dVSLuZ dr(;?:sgei?sge:csrg?ii ng:t%rlI?eset%téoge(():fu:ne
NDP attacks and corresponding SeND responses to ) ’ 9 P y

overcome these attacks. Fig. 1 outlines the features anciD arameter (Sec), assists in maintaining th_e security_fo_r each
components of SeND .inclut':iing RSA signature, CGA generated address. Sec refers to an unsigned 3-bit integer,

Timestamp, and Nonce. Also, to secure the process of roUte}cl)vfhcl)cihnQi?:satisv?rl]ielczsvr:gpge?:itr\;\tleev\?hicl)eag?/;lh\(,evr;?r;} Ipel?e:/saltl:)e
authorization, SeND added two new ICMPv messages— Y

Certificate Path  Solicitation and Certificate Path the highest security [7]. TABLE Il presents the CGA.
Advertisement [20]. parameters, the data structure, and the CGA generating

notations.

SP, K_pub, m, and Sec are the input values that the CGA
generation algorithm uses. The CGA address is output by the
CGA algorithm. Before obtaining the output, the appropriate
Sec value must first be used and the public key of the
address owner established. Then, the Final Modifier is
assessed and established by the Hash2 computation loop.
The value of the 16*Sec-leftmost bits of Hash2 must be 0, a
requirement that the Modifier must be able to satisfy.

The concatenation of (64 + 8) 0 bits and combination of m
and K_pub values will result in the Hash2 value. The system
will terminate the calculation of the Hash2 loop when the
address generator finds a suitable match.

As a response to defend against NDP attacks, the IET
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TABLE |
RESPONSES OSEND TO THENDP THREATS

Neighbor Spoofing of Neighbor Failure of Denial of Router Replay Attacks
Discovery | Solicitation/Advertisemen{ Neighbor Service for Solicitation/Advertisemen
Protocol Messages Unreachably Duplicate Messages Attacks
Attack Detection Address
Detection
Procedure
Secure The RSA Signature and | RSA Signature | Each Neighbor | Router Advertisement Timestamp and nonce
Neighbor CGA options are option should be| Advertisement | Messages must include ahoption must be used
Discovery employed. included in every| message related RSA Signature within within every single
Responses Probe of to a DAD their messages solicitation message.
Neighbor procedure must
Solicitation include an RSA
messages. Signature
option
CGA parameter = (SP, K_pub, sec, m) (1)
The Hashl computation utilizes the saved value of the Final -
Modifier. The process of generating the CGA is outlined in [HtE) = hash(GGA parameter) 2)
Fig. 2. CGA(128) = SP(64)|11D(64) (3)

CGA GENERATION NOTATIONS

TABLE Il

The verification of CGA inputs the CGA Parameter Data
Structure and IPv6 address. An indicator of a successful

SIF\)lotatlon 64_bitLength verification process.is the}t the verifyir]g node will recognize

m 128-bit that the address fits with the public key. Subsequently,
cC 8-bit messages coming and going from the real address owner can
sec 3 bit be authenticated once the verifier utilizes the public key. Fig.
u, g 1-bit each 3 illustrates this process in more detail.

IID 64-bit By utilizing SeND, the solicitation message will also have
K_pub Variable a Nonce Option. This matching option is required for all
K_priv Variable advertised messages. In this way, a solicitation message that
Sign Variable a node has previously sent could be certified as a new

response/replay. In short, this option prevents replay attacks,

The value of Hashl represents a hash that is generated oullim it only applies for two-way RS/RA communications

. involving NS/NA, and not for one-way communication

Sghtjf;e IICDGVA\\/aEarz)rSEtceerj ﬁattha:er? gllﬁ?ar?ésliﬁleng atihn(ZdH\?;Eémessages. To protect against replay attacks involving
of thé Hash to Ft)he suitaBIe length (64-bit) and gencodes theadvertisements that are unwanted such as periodic Router
\ . 9 Advertisements and Redirect messages, SeND utilizes the

three leftmost bits of 1ID into a Sec value. From the leftmost _. . . .
. : . Timestamp Option. This way, it is assumed that all nodes are
bits of 11D, the 7th and 8th (u and g) bits are set aside and are__ . : .
wan - ) equipped with synchronized clocks and can, therefore,
also set to "1" to signify that it represents the CGA address.im lement a Timestamn checking alaorithm to avoid Repla
Then, the CGA Parameters Data Structure’s Hash output isattgcks P g9 play
spread throughout other 59 bits of the IID (2). The .

A ; . . For IPv6 address authentication, a combination of the
combination of the (64-bit leftmost bits) for SP with the [1D CGA and RSA Options are used. The address authentication
part, forms the final complete address of Internet Protocol

version 6 (3). Lastly, a DAD process is carried out with the proves that the person owning the specific address is the true

produced address to check against address collision within €T of the subsequent pair of asymmetric keys. SeND

the same local link. In the event of an address conflict theuses a process known as Authentication Delegation
CC has to be incremented and the Hashl procedure has to bDlscovery (ADD) in which some third-party services are

. . i . . ftilized for router authorization and for authorizing and
performed again until a valid address is obtained or the CC__ .~ "
value becomes 2. For validation, the binding between CGAvalldatlng default gateways for IPv6 routers. ADD can also

and public key CGA Parameter Data Structure is associated? fu{?pilsle:u{%ﬁfsglzr;g&eolnprr?epvﬁfgfgﬁi:ﬂlatTtaii ;Ir)(?((::éﬂs(;
with the CGA option. To affirm the generated address i

ownership, the owner of the address will make use of alan be carried out using 2 new types of ICMPv6 messages,

private key to sign messages that are transmitted from that CPAand CPS.
address. For the purpose of authenticating the identity of the

sender, SeND utilizes the RSA Signature Option. It can also

help prevent spoofing attacks on the CGA addresses.

1900



Pick random m

Select sec
Set CC=0
Increment m
ml0I0l K_ pub Generate Hash2 Get m
Subnet Prefix Interface ID Set u, g. and sec Generate Hashl mlSPICCI K_ pub

Addk Yes

Collision

Increment CC

address

Use generated ]

Fig. 2 CGA Generation Flow

Although SeND can prevent the theft of node addresses,

1 Procedure VerifyCGA (CC, SP, K_pub, 1ID, CGA) the real node identity cannot be guaranteed. Furthermore,
2 IFCC > 20rCGA[0:8] # SP: SeND is unable to confirm whether or not the proper node
. e had used the CGA address. This case of unverified CGA
4  EndlIF allows hackers to use their public key to generate a novel
5 Concat := concatenate (m,SP, CC,K_pub) and val!d _address as WeI_I as initiate the necessary
6  Digest i= SHA1(Concat) communication process. In this way, an attacker cou_ld use a
7 Hashl:= Digest [0: 8] valid public key to mimic a n(_)de address; ho_wever, since the
8  Hash1[0] := Hash1[0] attacker does not have a private key, he will not be able to
9 IID:= CGA[8:16] assume the address of the existing host. The SeND system is
10 11D [0] := IID [0] highly vulnerable to DoS attacks. The processes of SeND
11 IFHashl + LD that are most vulnerable are the DAD check, CGA parameter
12 Return False verification process, and specific steps of the CGA
13 EndIF verification process, where the attacker blocks the

connection from a new CGA node to the link. The attackers
target the hosts by transmitting many pointless certification

To request certification between a host’s trust anchor andpat.h.s' Wh'Ch force the hosts to use a lot of useless
router, nodes send a message during the ADD procedurigerlflcatlon resources and memory on the paths. Furthermore,

Fig. 3 The Pseudo Code used in CGA Verification

called CPS. In response to CPS, another message that al edC(é,?\s (t:tankbazrily withstand TMTO  (Time-Memory
contains the router certificate and is ICMPv6 type 149 is rade-Off) attacks [21]. . . .
transmitted. This message is known as CPA. The .CGA Process. requires - massive computational

Although SeND provides promising security measures for complexity, so '.t could be possible t.hat after the node has
protecting NDP messages, its deployment, computationdevemped a suitable CGA process, it could go on applymg
requirement, and security in systems are still lacking. This thetprc;ct(;ss atdthe Suﬁ.nit' -{.n's 'n?'c?;eségﬁ the ma|?t Wiak
could result in increased susceptibility of NDP messages toSplot ?jt € no es,2:\LN ich sl apply the S, are attacks
attacks. Therefore, the researcher described the differenf®'3t€d 0 privacy [21].

challenges and crawbacks of the SeND process in the, o (ol dS, B T 22 P RS BT CoA
following section to discuss this issue further. y ’

process. When this factor is applied, the various bits that are
linearly incorporated into the hash extension technique will
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be stabilized. This affects the average generation time for & .. windowss 0.5: Windows 10
CGA address that depends on the Sec-bit setting. In the rete:monitoring
SeND system, every node must include public keys and
similar significant parameters in its message and also attact
a signature to each of the generated data packets. This resul
in the consumption of available bandwidth as a result of
increased communication overhead from the addition of
more than 1 Kb data to each data packet [7].

Even to this day, there is a lack of awareness regarding
the implementation of the SeND technique. The majority of s ubuntu1s.0s
computing systems support NDP; however, they are unable .. victim
to support the SeND technique. Although the routers _
developed by major tech giants such as Juniper and Cisco Fig. 4 Test Bed Topology
provide some support for the SeND technique, most
operating systems are unable to support the SeND procesi

Role: Victim

=4 Router/switch

0.5: Khali Linux 3.20.2

Role: Attacker

To evaluate the impact of a DoS attack, two performance
etrics, network bandwidth consumption and processor
tilization, were used. Previous works indicate that although
SeND has been implemented in both Linux and Windows,
DoS attacks still occur. Fig. 5 and Fig. 8 show that Windows
is more vulnerable to DoS attacks compared to Linux. For
both metrics selected, both Figures 5 and 8 show a
To launch a DoS attack against SeND, a small test bedsignificant impact on performance.

with four computers, a switch, and a router were used. The

computers contain two victim nodes (Windows 10 Home IV. CONCLUSIONS

and Ubuntu 16.04 respectively) and one attacking node (Kali
Linux 3.20.2), as per the topology in Fig 4. One computer
(Windows 8) is used to monitor the network traffic during
the attack. THC-IPv6 attacking tools were used to
implement the DoS attack, and the sendpees6é command wi

[21]. The researcher has therefore described the curren
application of this technique and presented the limitations of
every process in this paper.

I1l. RESULTSAND DISCUSSION

The use of Internet facilities in Public areas is a matter of
growing concern, as many users do not trust Public Internet
services. Due to the problems occurring in the current
Internet processes, NDPs are susceptible to many network-
used %ased attacks. Fu_rther_more, defense mechanisms such as

. SeND could also give rise to DDoS- or DoS-related attacks.

Wiﬁ dg\wg-l(? é(r);)tlmang ;?esr(;u\r/\(/:aes nggofrrﬁgns:ﬁsvs\’\fﬁg LZ‘ZrSSeND is an industry-level process, which can adequately
P 9 sy S : ) secure the NDPs. However, the SeND technique, in itself, is
to observe the processor utilization, hard disk, network, and

-susceptible to some DoS attacks. Additionally, higher

g}gg]g\%ilgi?g%;iﬂég%’:?;?geiysst; rrzsﬁ?r?itc??me tool I%omputa’[ional costs and a lack of deployment make the
' y : SeND technique quite unreliable. In this paper, the

WiﬁgostoTE)orinthtieceigerlijnﬁ%? ;OrsysL,thLant;Jno:rL]iEibor‘lar?(;]da researchers addresseq the various _Se_ND fun(_:ti(_)ns_ and
resource mo,nitor were used re,spectively for 60 Secondscomponents. An experiment for _establlshlng the limitations
The role of each node an’d its softwar’e and hardwarebf the SeND technique was camed out, an_d the challenges
specifications are outlined in TABLE II and p.roblems are affecting the implementation of the SeND
' technique addressed. The results show that the DoS attacks
against the SeND technique could significantly affect IPv6
network operations. Finally, it is concluded that further
research must be carried out and more solutions must be
generated for developing secure NDPs and SeND processes.

TABLE IIl
COMPUTERROLES, SOFTWARE, AND HARDWARE SPECIFICATIONS
Node Role Operating | IP Address MAC Address Hardware
System
Victim Windows 10 FE80::1 A4:1F:72:5B:783 Intel Pentium G645 2.90 GHz
A2 processor.
2.00 GB RAM Memory.
Monitoring Windows 8 FE80::2 74:27:EA:0D:8 Intel Core i5 3.00 GHz Processor.
9:10 4.00 GB RAM Memory.
Victim Ubuntu 16.04 FE80::3 00:1D:92:01:06 Intel Core 2 Duo E4500 2.20 GHz
‘F4 processor.
2.00 GB RAM Memory.
Attacker Kali Linux FE80::4 00:1E:33:3A:D Intel Pentium Dual T2390 1.86 GHz
3.20.2 3:9D processor.
2.00 GB RAM Memory.
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