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Abstract— Cyberattacks significantly impact the services based on the internet that is used in our daily lives. Any disruption will make 

it extremely difficult for us to carry out our daily activities. Cyberattacks will disrupt online services, exploit vulnerabilities to breach 

databases and servers, and so on. Various systems and services contribute to the Internet’s seamless functionality. The Domain Name 

System (DNS) is one of the most important services. DNS is used to resolve domain names into machine-readable IP addresses. DNS, 

like many other Internet services, is vulnerable to cyber-attacks. While DNS faces a slew of threats, one in particular appears to stand 

out. DNS is vulnerable to a variety of distributed denial-of-service attacks. The distributed reflection denial of service (DRDoS) attack, 

a flooding attack against DNS servers that renders them unavailable, disrupting domain name resolution activities, is one of the most 

common variants. DRDoS attacks have been on the rise in recent years. DNS lookup outages would significantly impact our online 

activities in the world of ultra-connectivity because they are typically the first step in establishing a connection with a server. The 

purpose of this paper is to present a state-of-the-art review of DRDoS attack detection and mitigation algorithms as well as the datasets 

on which these algorithms operate. Finally, we discussed each of these algorithms' relative merits and demerits. 
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I. INTRODUCTION

Unlike the web, email, and chat, the majority of users are 
unaware of DNS, even though DNS is critical to the Internet’s 
operation. DNS’ primary function is to resolve hostnames to 
their associated IP addresses, similar to how phone books look 
up and resolve names to phone numbers. Nonetheless, DNS’s 
archaic design has left it vulnerable to cyber-attacks. Due to 
the unpredictable nature of these threats, they cannot be 
avoided or mitigated [1], [2]. Occasionally, vulnerabilities 
within these services may result in widespread attacks, 
resulting in service degradation or unavailability. While a 
DRDoS attack is a variant of a DDoS attack, the mechanisms 
for detecting and mitigating DDoS attacks do not apply to 
DRDoS attacks due to the complexity of attacking DNS 
servers. This is the most potent and destructive type of attack 
that attackers are capable of committing. As a result, the 
attackers conceal their identity and amplify responses in 
which the attack vector uses infected hosts to launch and 
maximize the damage caused by the attack. Due to the 

protocol’s widespread use, the DNS service is vulnerable to a 
variety of threats [3]. Therefore, this paper focuses solely on 
the amplification attack on DNS issues and the difficulty in 
distinguishing between legitimate usage and the attack [4]. 
The authors used well-known publishers to prepare this 
comprehensive review, as shown in Figure 1, and updated 
references in Figure 2. Consequently, these two points are 
regarded as strengths of our research and a challenge in 
conducting a comprehensive review of the most recent 
research papers on DRDoS DNS attacks and analyzing them 
by highlighting their strengths and weaknesses. To focus 
researchers’ attention and focus on the weaknesses and try to 
find solutions and improve them. 

A. Motivation

The massive and accelerating growth of DNS-targeting
attacks, particularly DRDoS attacks, has become apparent to 
those interested in DNS security. The tactics and method of 
attack, as well as the effects on the victim side, distinguish 
these types from other DDoS attacks. In the DRDoS attacks 
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against the DNS, the attackers focused on exploiting security 
vulnerabilities in the DNS and misusing them, transforming 
them into a new tool for launching and maximizing their 
attacks. 

Several mechanisms are in place to detect and mitigate the 
impact of these attacks. However, each of these mechanisms 
has both strengths and weaknesses.  The detection side, the 
magnitude of the network traffic, the time to launch the alert 
when the attack occurs, and the environment in which the 
technique is built and implemented are all used to evaluate the 
mechanism. These reasons served as the foundation for this 
research, which provided a comprehensive review of the 
mechanisms used to detect and respond to these types of 
DNS-targeted attacks and highlighted each approach's 
strengths and weaknesses. 

 

 
 

Fig. 1  The publisher 

 

 
 

Fig. 2  The years of publishing papers 
 

B. Paper Organization  
The remainder of the paper is organized as follows. Section 

II provides an overview of the different types of DNS attacks. 
Section III focuses on DNS Distributed Reflection Denial of 
Service attacks and their mechanics. Section IV describes the 
defense mechanisms used to detect DNS DRDoS attacks. 
Section V contains the conclusion. 

II. MATERIALS AND METHOD  
To distinguish between legitimate and malicious requests, 

any mechanism used to prevent and mitigate such attacks 
must not also block access from legitimate users and issues 
based on the Confidentiality, Integrity, and Availability (CIA) 
model [5]. It is understood that DNS security issues mainly 
affect the availability aspect of the CIA model. Other lesser-
known threats to the DNS service involve stealing user 

information via a stealth attack. Therefore, we classify DNS 
threats, as shown in Figure 3, into four categories [3],[6],[7]: 

 

 
Fig. 3 DNS attacks classification 

A. Volumetric Attacks 
DNS-based DDoS attacks seek to exhaust server resources, 

resulting in a denial of service. For example, sending a large 
number of requests from a single source or distributed origins 
in an attempt to flood the DNS server until the DNS server is 
saturated or overloaded with requests, at which point the 
service is terminated or deteriorates.  

Volumetric attacks are a type of DDoS attack based on the 
size of the attacks that target the victim. The scenario for this 
type of attack can begin by flooding the prey with massive 
amounts of traffic until the server becomes saturated and 
unresponsive [8]. As a result, legitimate users cannot access 
network resources and services, or access will be very slow or 
intermittent. This type of attack consumes the victim's 
bandwidth by overloading via sending a large amount of 
traffic to this prey [1],[9]. The volumetric attack occurs when 
DNS focuses on exhausting the host’s available bandwidth. 
When the attack is successful, the legal users do not receive 
any response from the DNS hosts because the legal DNS 
queries are dropped. Volumetric attacks are classified into 
four sub-types [2]. Figure 4 shows the frequency of different 
types of DDoS attacks from January 2020 to March 2021. As 
can be seen, volumetric attacks have grown rapidly in 
comparison to other attack types [3]. 

1)   Direct DNS DoS Attack (flooding): The server targets 
this type of flooding attack. The attacker sends numerous 
bogus requests to overburden system resources and network 
bandwidth. At this point, all incoming DNS server requests 
cannot be processed, and the server is unable to respond. A 
dedicated firewall detects this type of attack [4],[5]. 

2)   DNS Amplification Attack (DDoS): The DNS 
amplification attack is a DDoS attack variant that is quite 
sophisticated with devastating consequences [6]. This attack 
is carried out on open DNS servers by overwhelming the 
prey’s network bandwidth with the fake DNS reply traffic and 
its CPU or memory [7]. This reply message of DNS is more 
extensive than the demand in this type of attack [10]. This 
DNS traffic is directed at the targeted victim [11]. The IP 
address of the prey used to launch the attack is typically 
spoofed to hide the perpetrator's location [12]. To launch the 
attack, the attacker employs a large number of harmless 
intermediate nodes known as reflectors [13]. For a successful 
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attack, the bandwidth must be amplified during the attack, 
relying on botnets’ DNS [14]. When a DDoS attack is based 
on the amplification of a DNS attack, a massive amount of 
traffic and the prey will be restricted to counter this attack 
[15],[16]. A botnet is commonly used in DNS attacks to 
increase the attack’s effectiveness [17],[18]. As previously 
stated, a botnet is a global army of infected machines that 
primarily use social engineering techniques under the control 
of a botmaster to carry out numerous attacks. A botnet can be 
used to carry out DNS DDoS attacks in our case [19]. The 
recursive request function supported by the open Internet is a 
security problem if the server responds to it and will be 
employed to amplify DNS attacks [20]. Figure 5 shows the 
distribution of DDoS Attack Vectors, Q2 2019. We can see 
that DNS amplification attacks at the top of the chart are 
rapidly increasing compared to other DDoS attacks [21]. 

 
 

Fig. 4  Frequency of DDoS attack types, January 2020 through March 
2021 

3)   DNS Reflection Attack: focuses on the open resolver 
and authoritative servers by flooding them with requests to 
consume the bandwidth and drain it. It can also be used to 
launch reflection attacks. It is a strategy that entails launching 
a DDoS attack against a DNS server in order to reduce the 
network’s resources and infrastructure availability. The 
attacker must meet two requirements to execute a DNS 
reflection attack: the first is spoofing the IP address of the 
attacked endpoint, and the second is that the attacker must 
generate replies that are greater than the demand by multiple 
folds [22],[23]. The attacker gradually increases the request 
size by modifying the parameters of the EDNS extension 
mechanisms [24],[25]. As a result, the DNS servers receive a 
large number of DNS requests sent by the attacker with the 
original IP address spoofing as the prey is [26]. The exploit of 
low-secure resolvers, openly accessible by all Internet users, 
amplifies the DNS reflection attack [27]. The source address 
of UDP is exploited in the reflection attack on DNS, and 
requests and responses of DNS are asymmetric [28].  Figure 
6 shows the frequency of different DDoS attack tactics from 
January 2020 to March 2021. As we can see, DNS Reflection 
attacks are constantly increasing alongside other types [3].  

 
 

Fig. 5  Distribution of DDoS Attack Vectors, Q3 2019. 

 

Fig. 6  Frequency of different DDoS attack tactics, January 2020 through 
March 2021 

4)   Bogus Domain Attack (NXDOMAIN): The 
NXDOMAIN attack occurred when the attacker attempted to 
submerge the DNS server by using false queries to resolve 
nonexistent domain names. The DNS server attempted to find 
a domain that did not exist but was unsuccessful. As a result 
of the NXDOMAIN, the cache becomes limited. Furthermore, 
legitimate requesters frequently face a response delay [29], 
[30]. This type of attack will overwhelm the DNS 
infrastructure [31]. Due to a lack of resources, the cache 
becomes overburdened with these malicious requests and is 
unable to serve legitimate requests [32]. 

B. Exploit Attacks 

This type of DNS attack focuses on zero-day 
vulnerabilities or weaknesses inherent within DNS services’ 
design. Once cybercriminals identify these vulnerabilities, 
they can be exploited for malicious purposes. Therefore, the 
proper functioning of DNS is critical in mitigating the 
exploitation of the vulnerabilities to start a massive DDoS 
attack after bringing the service down [22],[33]. The attack is 
launched by abusing a vulnerability in the DNS mechanism 
[34], which produces malicious responses and necessitates a 
high level of technical ability [35]. 

1)   Zero-day Vulnerability: The zero-day attack occurred 
via an exploit of the protocol stack, which can be used to 
confuse, crash, and compromise DNS servers. Through 
previously undiscovered vulnerabilities in the DNS server 
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software. Zero-day attacks can be used to exploit low-security 
systems [36],[37]. DNS administrators should classify and 
observe modern flooding attacks in order to identify and 
understand the vulnerabilities of zero-day attacks [38]. 

2)   DNS- based Exploits Attack: these types of attacks 
happen when there are bugs/flaws in the services of DNS that 
can be exploited, and the services of DNS running on an 
operating system and the protocol can all be exploited. The 
attackers exploit the DNS vulnerabilities to maximize visits 
to their websites by maliciously redirecting the traffic [39]. In 
addition, attackers can take advantage of flaws in the user 
interface given by domain registrars. This drawback allows 
for DNS record manipulation in the zone file. It is possible 
that when exploited, DNS vulnerabilities and features will be 
used to launch large-scale DDoS attacks that disrupt services 
[22]. 

3)   Protocol Anomalies: DNS protocol anomalies rely on 
distorted queries. Since these anomalies are not very common, 
they are difficult to analyze and detect. The flow, bytes, 
packet size, and bits/second do the same [40]. DNS queries 
Packet spoofing is abnormal behavior in the DNS protocol 
[41].  

4)   DNS Rebinding: this type of attack is commonly used 
on devices like the IoT that lack strong security mechanisms. 
This type of attack is growing fast due to the increasing 
number of IoT devices. The Internet of Things (IoT) is 
expected to have 500 billion devices connected by 2030 [42]. 
The attacker has gotten around the firewall and communicates 
directly with network devices via the victim’s browser [43]. 
IoT devices provide a vast landscape for rebinding DNS 
attacks by getting access to the individual networks because 
of the security mechanisms used [44]. Using social 
engineering to lure the prey via the website through the small 
ads for visiting it [45]. 

C. Stealth / Slow Drip DoS Attacks 
This type of attack produces a nonexistent subdomain 

called the attacked domain of a common second-level domain 
(SLD). At the attack stage, all queries belong to SLD as a 
subdomain. To avoid dropping their traffic, attackers may use 
open resolvers to publish their traffic across a large IP range. 
Furthermore, IP spoofing limits mitigation and conceals the 
identity of the attackers [46]. Finally, this type of attack 
targets the authoritative DNS server [47].  

1) Sloth Domain Attack: When a trustworthy, 
authoritative domain is hacked and taken over by an attacker, 
legitimate users request it. The response should be extended 
to meet these requirements before timing out. This time-out 
exhausted the victim’s recursive server and its capacity. This 
cyber-attack is idle while spreading and hiding [19]. 

2) Phantom Domain Attack: the attacker creates domain 
nameservers for that domain but will configure it never to 
listen or reply to any queries. The resolver will receive many 
queries from that phantom domain, so it wastes most of its 
resources and time responding, which never happens [48]. At 
the DNS, both the request and reply are not encrypted to 
become vulnerable to several attacks [49]. 

3) Pseudo-Random Subdomain Attack (PRSD): In this 
type of attack, many nonexistent subdomains are generated 
that are identical to the original domain. This attack is known 
as a pseudo-random subdomain attack [50] and has two-fold 
features: attracting the victim’s attention or avoiding 
inconsistency with the current domains [51],[52]. The value 
of the length average of the long-spun pseudo-random 
subdomain is approximately close to zero [53]. Moreover, the 
DGA produces domain names that are truly pseudonyms after 
employing meeting points with the command-and-control 
servers [54]. 

D. Protocol Abuse Attacks 
This type of attack takes advantage of the DNS protocol 

and modifies it for malicious purposes, resulting in parasitic 
behavior. There are numerous purposes, such as phishing, 
hijacking, data exfiltration, and so on. Furthermore, DNS 
decentralization can be abused while allowing for scalability 
[53]. Finally, one of the DNS violations, known as DNS 
poisoning, directs prey to the malicious site [55]. 

1) DNS Tunnelling Attack: the victim data is divided into 
tiny chunks, encoding them inside the DNS queries, called 
DNS tunnelling. After that, the victim communicates with the 
attacker tool via queries of DNS [33]. DNS tunnelling can be 
employed for many purposes, such as carrying data for the 
packets of DNS [45]. The attacker exploits DNS tunnelling to 
exfiltrate data from the enterprises hacked into [56]. When the 
attacker bypasses the edge firewall of the enterprise, the 
tunnel can be used to execute a command or copy data through 
the domain name exploit in DNS queries and similar DNS 
replies [57]. Because DNS traffic is not encrypted, it can be 
easily exploited for malicious activities [14]. 

2) DNS Cash Poisoning (spoofing): vulnerabilities in 
DNS can be exploited by redirecting legitimate website traffic 
to a phishing website. This attack is called DNS cache 
poisoning attacks [39],[58] or mismatch between the true 
domain name and the provided IP address specifically for the 
attack [59]. Several entries of the DNS query are replaced 
with irregular values by spoofing the packet [41]. It can be 
considered a source for enhancing the effectiveness of the 
threat [60]. 

3) DNS Hijacking Pharming: the malware hosted at a 
local machine can change its server's TCP/IP configurations. 
This change allows for traffic redirection to the malicious 
website. When employing DNS servers, the attackers become 
malicious servers relative to the legitimate users. The infected 
hosts work like proxies for the attackers to publish their 
malicious software [61]. 

4) DNS Hijacking-Phishing: redirects users to malicious 
websites using legitimate domains but with the IP address of 
a dubious server. All this happens through records of DNS at 
the registrar being modified. Phishing attacks sometimes 
involve session hijacking and the replacement of DNS 
addresses [62],[63]. DNS hijacking can be done in a variety 
of ways. Malware or a bot has already infected the victim's 
machine and changed the DNS settings without the user's 
permission. [64]. 

5) Subdomain Hijacking: This type of vulnerability 
occurs in organizations when they assign their 
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domain/subdomain of the DNS entries, particularly the 
canonical name “CNAME” or record, to a third-party service 
while changing several services, such as cloud services. In 
some cases, the administrator may have overlooked changing 
the DNS configuration of the aforementioned 
domain/subdomain. The attacker exploits this vulnerability, 
i.e., occupation of the particular subdomains, by creating an 
account on the same outer service [65]. Their relationship will 
be very independent [66]. Hijacking tries to hijack a 
subdomain by logging into the administration and 
management account of the domain [67]. 

6) Domain Squatting: occurs when an attacker registers a 
domain that is similar to the legitimate domain and hosts 
phishing or malware-laden websites. Users’ errors, such as 
misspellings and typos, cause them to visit malicious websites 
[68]. The attacker registers their new domain to be very close 
to well-known domain names with minor variations [69], 
[70]. As a result, end-user traffic may be unintentionally 
redirected to unintended destinations [71]. When one program 
overlaps with another via distributed synchronization objects, 
it is a type of DoS attack [72]. 

III. RESULTS AND DISCUSSION  

This section introduces the techniques and mechanisms 
used as countermeasures for DRDoS attacks. Previously, we 
defined the attack types discovered while researching the 
types of attacks in DNS. Although DNS can be attacked, each 
type of attack relies on security vulnerabilities in the DNS to 
launch their malicious attacks. As a result, this section focuses 
on the most common types and their impact on the DNS’s 
efficiency and accuracy. 

Cybersecurity researchers say DDoS attacks have become 
more common in recent years. DDoS attacks have also 
significantly impacted the functioning of companies and 
organizations worldwide, causing financial and technical 
damage due to their destructive effect while sabotaging DNS 
infrastructure [73]. The DNS amplification attack is more 
popular than other DNS attacks because the attacker prefers 
attacks with a high effect and a low cost. Furthermore, DNS 
reflection attacks have a  significant and dangerous impact 
due to their attack-specific characteristics [74]. The poll in 
2016 [75] included a question about the techniques used for 
reflection/amplification Figure 7. Although reflection attacks 
have been discovered in all these protocols this year and have 
become more prevalent, DNS remains the most commonly 
used. 

DNS is the dominant protocol in reflection/amplification 
attacks because the attack numbers are greater than all other 
attack vectors combined, and the packet size of the response 
is larger than the demand. In recent years, there has been an 
increase in this type of attack, particularly in protocols that 
can be abused to amplify packet sizes, such as DNS and other 
protocols. 

According to Nexusguard Limited Company, the 
distribution of DDoS attack factors in 2019 from Q1 to Q4 is 
DNS amplification/reflection: the Q1 DNS amplification 
attack factor is 42.94% (6398), the Q2 DNS amplification 
attack factor is 65.95% (8382), the Q3 DNS amplification 
attack factor is 45.21% (4448), the Q4 DNS amplification 
attack factor is 50.97% (4470). 

 

 
 

Fig. 7  Protocols Used for Reflection/Amplification 

A. The Mechanics of DRDoS Attacks 
As previously stated, DRDoS is a DDoS attack targeting 

DNS servers by flooding them with bogus requests. 
Furthermore, some attackers have combined amplification 
and reflection, resulting in a new type of attack known as a 
distributed reflection denial of service (DRDoS).  

This type of attack is classified into two types based on the 
protocol used in the attack: TCP-based DRDoS assault and 
UDP-based DRDoS assault, which consists of two parts: 
amplification and reflection [73]. As a result, some attacks are 
protocol-dependent, while others are protocol-independent. 
Figure 8 represents the mechanism for DRDoS DNS attacks 
that occur. 

1) Amplification: In some protocols, the response is more 
significant in packet size than the demand. Thus, attackers can 
leverage this feature to generate massive traffic from almost 
minimal traffic. The servers that abuse this feature is referred 
to as amplifiers. The difference between the size of the request 
and response packets is obvious at DNS, and therefore, it 
amplifies the DNS attack [76]. 

2) Reflection: Verifying the origin IP address of the 
packet is not yet a built-in mechanism in the internet protocol. 
As a result, the UDP does not verify the source of the packets 
requested when returning the reply packets. The servers that 
abuse this feature are called reflectors, and the reflectors are 
legitimate hosts that flood the target server with many reply 
packets by spoofed IP addresses [77]. 

 
Fig. 8  DNS DRDoS attack diagram 

 
The defense techniques used differ from one attack to 

another, depending on the attack mechanism. Therefore, when 
planning to build a security defense for any organization, the 
first option is to detect the attack, or the method used for that 
purpose. The intrusion detection system is used to detect 
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several types of attacks, and the IDS can be a device or 
software.  

Lukaseder et al. [78] studied the very well-known 
reflective attacks that can be mitigated by using packet 
filtering based on NAT as a reliable method. There are four 
categories of messages receivable via the destination host: 
legitimate and illegitimate requests/response. The response 
which must be filtered is the illegitimate response to the 
DRDoS attacks. Then the first step is to separate the requests 
from the responses. DRDoS attacks are typically launched 
using UDP. As a result, only the UDP response packets are 
analysed by the DRDoS mitigation system. This system must 
classify inbound responses as legitimate or illegitimate. The 
NAT modified form is used. NAT is activated during the 
attack, and the IP address of the assault destination is replaced 
in outbound UDP requests by a pseudonym IP address. When 
using this method, it is difficult to replace their IP addresses. 
This system correctly distinguishes between legitimate and 
illegitimate replies without monitoring the attack traffic. 
When the system is available, a second differentiator 
classifies demands from replies. Only outbound requests are 
routed through NAT.  

El-Houda et al. [6] employed the Brain Chain approach. 
The Brain Chain model is divided into two phases: the first is 
a model to detect DDoS using machine learning, which aims 
to reveal illegal flows (illegal DNS demands) in real-time, and 
is comprised of three schemes: FS, ES, and BF. These three 
schemes operate at the application layer (SDN controller) and 
make use of sFlow, the network traffic statistics collected by 
FS. The other two schemes detect illegal flows automatically. 
The second phase, the DNS mitigation scheme (DM), aims to 
mitigate the effects of illegal streams in order to restore the 
network immediately. They assessed the BF machine learning 
algorithm’s performance using the detection and false-
positive ROC curve rates. Furthermore, the BF was tested 
with two different sizes of attempts, causing the accuracy and 
rate of false positives to vary. 

According to Gupta and Sharma [79], the proposed method 
includes a collection of geographically distributed routers 
known as the Barrier of Routers (BoR). The network that 
needs to defend itself should route all inbound and outbound 
traffic through the BoR. The BoR terminates all attack traffic. 
This method can help mitigate the attack’s traffic with DNS 
amplification attacks. When attacked, the Anycast-Barrier is 
more vulnerable than the Proxy-Barrier. These factors all 
affect the BoR's performance: the number of routers, the level 
of the network, the size of the level network, the type of 
network, and the location of the BoR in relation to the borders. 

Özdinçer and Mantar [80] has identified and reduced DNS 
amplification, a type of DRDoS attack. It has the effect of 
developing an SDN-based system. The proposed system 
separates the attack detection and attack mitigation stages. 
Many factors influence this system’s performance, including 
request size, reply to packets, and variations in the TTL value 
in the IP header; as well as using a predefined threshold and 
only statistical changes. The system used in the attack 
detection stage is known as YARASA, and it is divided into 
two stages: 

The first stage involves monitoring the amplification 
factor, which has two thresholds, lower and upper; if the lower 
threshold is exceeded, the YARASA goes directly to the 

second phase to avoid the overthrow of the legal queries. 
However, if the upper threshold is exceeded, the process 
proceeds directly to the mitigation stage. The second stage 
entails tracking the variation in the hop count. The TTL values 
change in the IP header for requests from the client’s DNS to 
a server with a high AF value. The mitigation stage: when a 
DNS server acts as a reflector, this stage is activated and 
prevents the prey from responding in order to reduce inbound 
traffic from that server. Legal requests made through the prey 
are sometimes ignored. 

Khooi et al. [81] suggested model is called the Distributed 
In-Network Defense Architecture, or DIDA. While still 
offering much more precise and quicker detection and 
protection against AR-DDoS attacks by relying on a 
completely distributed solution that operates entirely on the 
data plane. This model focuses on the data levels that are 
programmable and effective data structures, and it can be 
leveraged to observe and track the connections per user. The 
network is controlled by applying DIDA, an automated and 
distributed method, without overwhelming. DIDA's detection 
and mitigation accuracy for AR-DDoS attacks is very high. 
Furthermore, it necessitates only a limited number of 
resources. 

According to Zhang and Cheng [82], traffic throttling 
employs reinforcement learning RL, and the RL agent allows 
the traffic throttling technique by obtaining traffic data. The 
basic router is deployed dynamically in this model. The goal 
is to reject attack traffic while retaining as much legal traffic 
as possible by filtering router traffic to prevent amplification. 
Thus, it is smarter and more efficient than the traditional 
system of port-based traffic throttling.  

In contrast to centralized base defensive systems, DDM 
introduces a distributed mechanism to detect and prevent 
DNS reflection/amplification attacks with less impact on 
network computational resources [83]. DDM adds a security 
layer to DNS by introducing an authentication method for 
DNS queries. Furthermore, DDM employs a classification 
filtering approach that is only activated when malicious traffic 
is detected. 

Lyu et al. [84] present a method for detecting distributed 
DNS attacks that combines machine learning with a 
hierarchical graph structure to monitor DNS activity at three 
levels: host, subnet, and autonomous system (AS). Our 
method detects dispersed assaults at low rates and in subtle 
patterns, and we discovered critical characteristics that 
successfully differentiate malicious entities from ordinary 
external users. Our dynamic data structure also used anomaly 
detection algorithms (trained/tuned using benign and attack 
traffic).  

Xu et al. [85] suggested a new strategy for detecting and 
defending against distributed denial-of-service (DDoS) 
assaults on the Internet of Things (IoT) as the number of 
connected devices grows. Via network nodes that evaluate 
DRDoS request and response packet statistics. The HDTI host 
based DRDoS threat index is presented based on the 
definition of these processed and integrated properties. The 
suggested approach’s high accessibility to modern network 
nodes gives it enough confidence to use the detection model 
and HDTI as a major factor in its detection scheme and as the 
trigger for the defense method presented shortly in this study. 
Testing and experiments had been used to establish our 
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proposed detection method's validity, efficiency, and 
accuracy.  

A previous study has characterized DRDoS attacks using 
multiple protocols and carpet bombing [86]. Developing MP-
H, a honeypot that collects data using nine different protocols 
commonly used in DDoS assaults. Over 731 days, the 
honeypot was subjected to over 1.4 million DRDoS assaults, 
including over 13.7 thousand multiprotocol attacks. When 
comparing multiprotocol attacks to monoprotocol attacks that 
happened in the same time period, our honeypot saw many 
strikes described as carpet bombing. DNS and Memcached 
requests are routed through real servers in MP-H, but the 
honeypot imitates all other protocols, which generates fake 
answers with created content. 

According to Arthi and Krishnaveni [87], IDS are currently 
automated and dynamically configured with the help of 
machine learning and deep learning models. In most cases, the 
model’s performance is heavily influenced by the data used to 
train it. As a result, the primary goal of this article is to 
examine the impact of current datasets in the IoT 
environment. An IoT-based data collection system for DNS 
amplification attacks is proposed as an alternative. The 
network packets of a DDoS attack are recorded using port 
mirroring. The study investigates DDoS attacks on the 
Internet of Things, including amplification attacks, in the 
numerous available datasets. Finally, this study explains how 
to obtain real-time data for DNS amplification attacks. 

A proposed developed system depends on the behavior of 
a biologically inspired particle swarm optimization algorithm 
[88]. Each consortium member is frequently used in its private 
chain, with no information exchanged between members. 
Moreover, the anomalous data is stored on the public chain, 
which enables a business to monitor the attacker's activity. 
The public chain contains all the anomalous data without the 
need for a trustworthy third party. Likewise, this prohibits 

tampering with the public chain's anomalous information and 
enables members to acquire accurate information. Especially, 
the blockchain's powerful encryption technology ensures data 
security and prohibits tampering. According to the research, 
smart contracts can distinguish DDoS data and generate 
anomalous chains on each node. 

SDN-based architectures can recognize DDoS attacks at 
the transport and application layers by utilizing a variety of 
Machine Learning (ML) and Deep Learning (DL) models 
[89]. They evaluated the machine learning/deep learning 
models using two up-to-date security datasets, CICDoS2017, 
and CICDDoS2019. They demonstrated a modular SDN-
based architecture composed of interchangeable components. 
The proposed approach was validated in an emulation 
environment using Mininet and the ONOS controller. The 
highest detection rates are achieved by the GRU and LSTM 
models. DL models outperformed ML models in terms of 
detection rates for all types of attacks studied in this work. 

The deep neural network (DNN) is proposed as a deep 
learning model for detecting DDoS attacks on a sample of 
packets recorded from network traffic [90]. Because the DNN 
model's structure incorporates feature extraction and 
classification methods and has self-updating layers, it can 
operate rapidly and accurately even with little data. 

Thorat, Parekh, and Mangrulkar [91] extended the binary 
classification problem of detecting DDoS attacks to a multi-
classification problem of locating the vulnerable protocol. 
Knowing the attacker's precise protocol helps strengthen 
security management systems and respond faster to malicious 
packets entering the network. The TaxoDaCML technique 
detects and classifies 11 significant DDoS assaults with an 
accuracy of 85.8%, using taxonomy to break a larger 
classification problem into seven smaller classification 
problems. Table I shows the comparisons between the 
techniques that are used to detect DRDoS attacks. 

TABLE I 
 DETECTION METHODS FOR DRDOS ATTACKS. 

No. Title Year Algorithm Dataset Advantage Disadvantage 

1 [6] 2020 BrainChain Private dataset The approach can detect DNS 
amplification attacks and 
mitigate, with high accuracy 
and low FPR. 

Sometimes a fixed threshold classifies 
legitimate requests as illegal requests. 

2 [78] 2018 By implementing the 
packets filtering that 
based on NAT in the 
SDN 

private dataset An alias IP address has been 
used, and this method is very 
difficult to guess by the 
attacker 

If the network traffic has been hacked, 
this approach will be ineffective 

3 [79] 2018 A barrier of Routers 
(BoR) and DNS 
Amplification 
Attacks Detector 
(DAAD) 

Private dataset the traffic of attack can be 
mitigated in high accuracy in 
a specific geographic area. 
 

The system is affected by two 
important factors: the attack bandwidth 
and the number of routers. 
 

4 [80] 2019 YARASA system AmpPot dataset consuming fewer resources. 
The system shows the high 
performance when used to 
mitigate the attack affects the 
victim side. 

The system is affected by how selecting 
the proper values of the threshold. 
Sometimes the legal requests via the 
prey are dropped 

5 [81] 2020 Distributed In-
network Defense 
Architecture (DIDA) 

Private dataset The DIDA achieves high 
detection accuracy and 
consumes very few resources 
from memory. 

The predefined threshold will drop 
some legitimate request/response or 
allow some request/response 
illegitimate. 

6 [82] 2019 reinforcement 
learning 

Private dataset This mechanism achieves 
High performance by 
maintaining legal traffic to 

The static threshold used in the model 
will affect the detection accuracy and 
decreases it. 

2458



identify and discard attack 
traffic. 

7 [83] 2020 distributed-based 
defense mechanism 
(DDM) 

Private dataset The DDM reduces the time it 
takes for network 
computational resources to be 
used. 

Number and location of nodes. 
The size of the network traffic will 
affect the DDM performance. 
 

8 [84] 2021 hierarchical graph 
structure 

Private dataset the model achieves high 
accuracy detection. 

Using information-gain lead to an 
overfitting issue. 

9 [85] 2019 host-based DRDoS 
threat index (HDTI) 

WRCCDC 
2018 dataset 

HDTI model can detect and 
mitigate DRDoS attacks with 
a higher detection rate and a 
lower false alarm rate. 

The location of the HDTI model and 
network traffic load balance are 
influential on the performance of 
HDTI. 

10 [86] 2021 multiprotocol 
honeypot 

Private dataset A new method for 
understanding and detecting 
multiprotocol attacks 

maybe some of the output MP-H 
generates fake answers with created 
content. 

11 [87] 2021  Private dataset It seems a new and powerful 
IDS method in IoT for 
detecting and protecting from 
amplification attacks. 

The tested model is limited to IoT and 
can't run on other environments. 

12 [88] 2020 biologically inspired 
particle swarm 
optimization 
algorithm and 
blockchain 

CICDDoS2019 This method achieved a 
detection accuracy of 89.8% 
and a perfect false positive is 
equal to zero.  
  

The size of data used in training the 
system is very small, and maybe when 
the size of data is increased, the 
detection accuracy and false-positive 
will be affected. 

13 [89] 2021 intelligent SDN-
based DoS/DDoS 
attacks detection 

CICDDoS2017 
and 
CICDDoS2019 

This method achieved a 
perfect and high detection 
accuracy of 99.97%. 

Employing a large number of features 
in the detection mechanisms leads to a 
high false-positive. 

14 [90] 2021 Deep Neural 
Network (DNN) 

CICDDoS2019 This method achieved a 
perfect and high detection 
accuracy of 99.99% 

Several features are removed before 
training the model, and then only 69 
features are used in the training. 
Therefore, those removed features may 
have an effect on the obtained detection 
accuracy.  

15 [91] 2021 TaxoDaCML CICDDoS2019 It is important to quickly 
notice the onset of a DDoS 
attack so that secure 
information management 
infrastructure may be quickly 
restored. 

This method achieved a very low 
detection accuracy of 69.8% when 
detecting DNS-based DRDoS attacks. 

 

IV. CONCLUSION 
DNS threats are becoming so widespread and rapid that 

they are affecting the quality of services provided to clients. 
Many studies are being conducted in order to find the perfect 
solution to these problems. Therefore, we reviewed the 
literature on the most important attacks targeting domain 
name systems, DRDoS attacks. The novelty of this study is in 
the form of categorizing the solutions in research papers based 
on the techniques used into two parts: protocol-independent 
and protocol-based techniques such as DNS. These proposed 
methods can be used to detect and mitigate DNS attacks, as 
well as both. As a result, each strategy has advantages and 
disadvantages. These proposed approaches depend on several 
factors when designed to produce the desired results. The 
well-known one is based on requests and responses, filtering 
them using various techniques or focusing on orphan replies.  
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