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Abstract—A new malware is identified every fewer than five seconds in today's threat environment, which is changing at a rapid speed.
As part of cybercrime, there is a lot of malware activity that can infect the system and make it problematic. Cybercrime is a rapidly
growing field, allowing cyber thieves to engage in a wide range of damaging activities. Hacking, scams, child pornography, and identity
theft are all examples of cybercrime. Cybercrime victims might be single entities or groups of persons who are being targeted for harm.
Cybercrime and malware become more hazardous and damaging because of these factors. Subsequent to these factors, there is a need
to construct Next Generation Security Operation Centers (NGSOCs). SOC consists of human resources, processes, and technology
designed to deal with security events derived from the Security Incident Event Management (SIEM) log analysis. This research
examines how Next Generation Security Operation Centers (NGSOCs) respond to malicious activity. This study develops a use case to
detect the latest Hermes Ransomware v2.1 malware using complex correlation rules for the SIEM anomalies engine. This study aims
to analyze and detect Hermes Ransomware v2.1. As a result, NGSOC distinguishes malware activities' initial stages by halting traffic
attempts to download malware. By forwarding logs to SIEM, the use case can support Threat Analyst in finding other Indicators of
Compromise (IOC) to assist organizations in developing a systematic and more preemptive approach for ransomware detection.
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by malware like ransomware. When the malware encryption
I. INTRODUCTION has effectively encrypted all targeted documents, the victim's
computer screen will display a ransom notice telling them
about the virus that cybercriminals are carrying malware. In
this case, the malware author will need cryptocurrency in
exchange for a decryption key that is thought to unlock data.
The fearful pop-up alert warns users that the future of locked
records will remain closed for good unless the user pays the
required money.

According to a 2017 Symantec corporation report, data
breaches exposed more than 7.1 billion identities [1], [2].
Cyber-attacks caused unprecedented amounts of damage by
using very unsophisticated tools and methods to make a big
impact [3], [4]. Carefully, zero-day wvulnerabilities and
advanced malware are still being used, and attackers are
deliberately covered up [5], [6]. The use of tools such as legal
system management software and operating system features Ransomware programs vary greatly from backdoors,

is simple: spear-phishing e-mails and "living out of the field" Spyware, .trojan horses, m"?lw"“e’ .ar%d worms [11]. For
131, [7] example, in formal paraphrasing, anti-virus software does not

detect ransomware CryptoWall 4.0 compared to other
malware [12]. Formal paraphrase the real reason for this is
due to how this form of malware implements its agenda [13].
Infecting the device with ransomware would not corrupt or
alter the data at first. It would not impact the actual data. If an
adverse event occurs, most anti-virus programs are not alerted.
Data malware encryption is not dangerous, and the target
documents are not in danger. However, as users do not have a

Furthermore, a study demonstrates that the attack
environment is categorized by more concentrated, clever,
sophisticated, and advanced techniques such as Advanced
Persistent Threats (APTs. The organizations cannot cope with
the increasing volume and frequency of cyber-attacks and
cannot provide control of the condition [8], [9]. In turn, user
data can be encrypted using advancing coding algorithms [10]
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key to encrypting files, they cannot access their data. This is
one of the most important aspects that makes it so difficult to
fight.

Ransomware Hermes v2.1 may sneak into the computer in
various ways. It can be in an e-mail attachment, drive-by-
download websites, or bundled to freeware and shareware
spread throughout the internet. Once executed, Hermes
ransomware encrypts selected files on the computer using a
complex algorithm. Most ransomware in recent days is using
the same technique to demand payment for users to recover
infected files. While encrypting important files, this
ransomware may append the extension with . HERMES’. The
intruder then requests a fee to be paid in order to receive
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decryption instructions. Hermes virus creators seek payment
in Bitcoin cash, which can be processed via their designated
payment scheme. The trick is that anonymized transactions
are even harder to follow electronic currencies like Bitcoin
[13]. Software bugs and vulnerabilities are the most popular
entry point. The virus is activated to exploit vulnerabilities
and spread target compute infection when a malicious e-mail
attachment is opened. Ransomware scans and encodes target
files using advanced methods of encoding. The security
analytical flow is used to construct a rule on malware
detection based on the family ransomware. Most SIEM
solutions are defined in the rules Figure 1.

SECURITY ANALYTIC FLOW

o

Compliance

Visualization
| Actionable Intelligence

Fig. 1 NGSOC Security Analytic Flow

SIEM is a solution that provides a holistic element of the
IT infrastructure's security situation. The key goals of SIEM
are the detection and maintenance of almost real-time security
incidents’ collecting information from various network
devices, including logs, events, and network flows, and
comparing and analyzing data to detect incidents and
abnormal operating patterns. A SIEM, when correctly
implemented and configured, helps organizations discover
internal/external risks [14].

SIEM systems use different conditions to determine if such
events fit a law, and an alarm may be activated based on the
danger. In general, there are three types of conditions such as
event, rule, and anomaly based. When an alarm is activated,
the team investigates it and escalates the incident to the
appropriate team for resolution. The job of creating rules is
carried out by threat analysts who are constantly looking for
Indicators of Compromise (IOC) by reviewing threat
intelligence feeds.
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II. MATERIALS AND METHOD

The enormous growth in the number, level and capability
of cyber-attacks to proliferate over the last three years and
have infected thousands of networks global. The Center for
Defense Operations is the most important and core part of
these established threats (SOC). The increase in the volume
and range of threats leads to an exponential increase in the
number of firms building SOCs of different forms and
dimensions. The 2016 Global Information Security Survey
notes that SOC is available in 56% of the organizations
surveyed [15]. The importance of unified, consolidated
cybersecurity incident prevention, detection, and response [16]
[17] will grow as more companies understand [18].

Organizations utilized SIEM to design their SOC as their
security management system. This made sense because the
security center required the central collection and
management of logs and the simple correlation and warning
of detection. However, security organizations are increasingly
aware of the importance and significance of integrating
persons, methods, and technology as an integral component



of SIEM. As a result, the SOC has grown to a new level of
functionality, combining people, mechanisms, and
technology [15], [16]. Now SOCs can manage longer and
more complex initiatives, manage thousands of warnings and
incidents daily, record and track violations, and transnational
coordinate practices, resolving the issue of IT harmonization.

Threat analysts recognize safety hazards and establish
preventative measures [19]. Figure 2 presents how to
investigate anomalous behavior to identify new attack tactics
and threats as they arise, leveraging knowledge obtained from
tracking global events through thousands of portals, forums,
RSS feeds, and commercial feeds designing
countermeasures that protect users and organizations from
damage. Threat intelligence is another word for such
knowledge. The threat data will then be fed into the SIEM

correlation capability, scanning for established activity
patterns for defense, enforcement, or other purposes.

The security intelligence capability seeks irregular
activities which may not fit in any known pattern but can be
malicious [8]. To allow analysts to identify and evaluate
deviations (abnormal) using an automated statistical engine or
a visual interpretation of statistics, the SIEM Security
Intelligence feature focuses on statistical time series data
analysis. Threat analysts manage security intelligence. The
Threat Analyst will supervise Threat Monitoring, Threat
Triage, Threat Response, Intelligence. Analytics and
monitoring are Security Analyst's jobs. Threat analyst's
responsibilities include, but are not limited to, Data
management for threats, aiding with intelligence operations,
and Collaborating with the incident management team. The
correlation rule is shown in Fig 2.
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Fig.2 Correlation Rules

The element that seeks recognizable characteristics and
lines events in significant bundles is demonstrated in Figure 3
within SIEM correlation rules. Events consist of a few or
more SIEM-screened logs that may or may not be malicious.
A blacklist is a list of untrusted vending machines. Irregularity
refers to an event that varies from the norm. Accessibility and
system status are occurrences, a notice of public danger. On
the other hand, information from global surveillance events is
collected. A security analyst creates a safety event in the ticket
system when the correlation rules are triggered.

III. RESULTS AND DISCUSSION

Hermes ransomware, version 2.1, is the most recent version
of Hermes malware, which encrypts files on a device and
renders them unusable. According to the documents, the first
attack occurred on February 27, 2018, at 01:54 UTC, via a
compromised Korean website. Moreover, after the
ransomware has been executed, the names of the infected files
remain unchanged. The image below depicts a BMP file
beforehand and after this ransomware encrypted it:
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Fig. 3 Visualization of ransomware encryption

The earlier phase of the correlation rule generates a
description of key compromise indicators that establish either
detection rules or detection rules.

TABLEI
SUMMARY OF HERMES RANSOMWARE V2.1

I?;i?gt:a tion Hermes Ransomware v2.1
Threat Type Ransomware
Outbreak Level Wild
Risk Level High
Attack Compromised website, Email Attachments,
Vector/Method Executable files.
Operating Systems (Windows, Mac, Linux)
Systems Affected using Adobe Flash Player version 28.0.0.137

and earlier.




The ransomware would redeploy itself from that position
after copying itself into the percent TEMP percent folder as
svchosta.exe. The first sample is then discarded. Some
windows, including the authorization to run a batch script
with administrative privileges, can appear during execution.
The batch script is in charge of deleting shadow copies and
other backups.

A. Correlation Rules for Hermes Ransomware

Each SIEM, whether automated or manual, needs threat
intelligence input to provide tweaked associations to
minimize specific threats and risks. The advantage of manual
feedback is that rules can be formulated and fine-tuned based
on a specific risk scenario's risk appetite. Whether open-
source or commercially licensed, more than ten popular SIEM
labels are available. Each STEM uses a different language, and
correlation rules will be created in different steps between
brands. However, there should be a specific technique to
establish correlation rules. However, correlations are not the
only technique used as the main method for interpreting the
SIEM events collected. This article will concentrate on the
possible similarities, what they should do, and what is
inappropriate. Correlating capabilities are also spread through
various modules in a single SIEM solution: some in collectors,
some in intermediate aggregators, and some in core
correlation engines.

Disregarding uninteresting activities is an integral stage of
event processing, streamlining downstream event processing
and ensuring less information overload. Filtering can be done
based on event specifics, such as a dropped link from an
external source via a firewall is deemed unimportant, and an
IPS that blocks traffic from an external source indicates that
the threat has already been neutralized. Inefficiently
ransomware can be detected if the source sends particular
event types. Filtering may also rely on more complex factors,
including filtering following other functions. Easier filters
occur at the early stage of the event life cycle and in some
cases on the source device: Windows, for example, can pick
which events to send to the event collector. This provides
filtering distribution, maintains bandwidth in the network, and
reduces the processing load on each SIEM component server.

SIEM server needs complex filtering. While many SIEMs
do not define falling events, they filter by "filter in" rather
than "filter out": the correlation logic selects and highlights
useful events, usually through the creation of a related event
in the main event monitoring channel.

B. Enriching

Source-sent events are normally restricted, and additional
details must be applied to further analyses, whether automatic
or manual [20]. Most enrichment data are classified as
"history," which SIEM must import or learn from threat
sources. A specific type of enrichment combines multiple raw
log entries into one richer occurrence, each with partial
information. The Collector layer will add these essential
enrichment capabilities. More advanced improvements can be
based on acquired data [3], [21]. This is also the stage when
criteria for the correlation are developed based on malware
features and how it can enter the network or connect with an
external malware source IP depicted in Figure 4.
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#Malicious

IP, ThreatName, Threat Category
78.130.176.223,Adwind Botnet,Botnet
78.130.176.213,Adwind Botnet,Botnet
213.208.125.198,2dwind BoLnet,Botnet
79.172.242.89,Adwind BoLnek,Boknet
111.118.183.211,Adwind Botnet.Botnet
212.7.218.143,Adwind BoLnet,BoLnet
76.130.176.1592, Adwind BoLnek,Boknet
78.130.176.171, Adwind BoLhel,Bokhset
213.208.125.219,2dwind Botnet.Botnet
216.36.7.228,Adwind BoLnet,BoLnet
216.368.8.187,Adwind BoLnet,Botnet
184.75.210.206, Adwind Botnet,Botnet

Fig. 4 Malware source

Aggregation is the most basic function that focuses on
"correlating" different events. It connects a variety of related
events. The collection has two primary applications:

e Reduce event load by reporting much repetition, such
as adding a count and time stamp to base data for the
first and last incidence. This takes place at the
accumulator layer.

Recognize repeated actions, such as port scans or
malware attacks.

C. Combining Rules

The master correlation rules group several events which
reveal a related report. For example, if repeated download
failures were followed by a good one that matched
Ransomware malware hash value, it would become more
important to cause rules for traffic from internal to external
matching IOC ransomware [22], [23]. Sequencing is an
interconnection variant that requires order among clustered
events. While incident prevention is mostly connected to
joints, they often filter incidents [24]. They can also, in many
cases, boost or correct events by bringing together several
related raw events with all relevant data. These acts are
generally categorized as follows:

o Alert by the security analyst This may include an
external e-mail or pop-up alert or an internal warning in
the form of an incident, including in the SIEM
dashboard.

o Update the case with additional details about the IOC.

o Update IOC enhancement history records, usual as html,

csv, xIxs or notepad. This is also useful for managing
state search tables based on incoming events like the
combination of an IP address with a malicious IP list.
Run an external action, for example, an external request
or an API application. While external deed provides
further rationale, the primary use of external systems,
such as tickets, firewalls, intrusion detection systems,
or even enhanced endpoint security is automatic
remediation and integration.

D. Detection Performance

Normally, a lookup may be used to compare a field to a
value chart. Though theoretically possible, no correlation
engine has yet performed well in finding a partial match of
multiple signatures or regular expressions within a domain
[25]. One of the key correlations in the present analytic
method is the minimal theoretical efficiency. Most empirical



models involve a huge amount of data that in one example, a
correlation rule does not fit well. Baselining is an excellent
instance: Although a rule of correlation may update a table of
the baseline status, it takes time. Setting a baseline is also
considerably easier if a regular query against collected events
is executed. It should be observed that correlation rules can be
used efficiently to calculate an event against a reference when
displaying real-time results.

Correlations is the best way to analyze events as it
considers each occurrence independently in memory as
obtained by SIEM [26]. Correlations are used to conduct
search-based research efficiently and provide more precise
results in some situations. For example, for any source IP
from which a firewall receives communication for a day
which can easily host the resources of a SIEM server, it would
have to hold an open context if a rule attempted to define a
"slower" port scan in a daytime window. Table 1 shows
information on vulnerability sign aspects that influence the
correlation rules that can be utilized to detect ransomware
infection and proliferation elements.

TABLEII
COMPROMISE INDICATOR

staradvertsment[.]Jcom
hunting.bannerexposure[. Jinfo
accompanied.bannerexposure|.]Jinfo

switzerland.innovativebanner([. Jinfo

Domain .
involved  name.secondadvertisements[.Jcom
in . assessed.secondadvertisements[.]Jcom
campaign
marketing.roadadvertisements[.]Jcom
bannerssale[.]Jcom
aquaadvertisement[.]Jcom
technologies.roadadvertisements|.]Jcom
1P 159.65.131[.194
addresses
involved 159.65.131[.194
M 207.148.104[.]5
campaign
E-mail
addresses retty040782 ail[.Jcom
involved
in pretty040782@keemail[.Jme
campaign
File hash
. Vall“e g ASA0964B1308FDBOAEBSBDSB2AOF306C999
‘“V;’nve 97C7C076D66EB3EBCDD68405B1DA2
campaign

To ensure correlation rules for effective ransomware
monitoring, Hitherto, the controversy has centered on the
methodological implications of correlation laws. The goal
was to dispel some obscurity that traditional usage case-based
correlation descriptions often motivated by marketing rather
than technical considerations. Now that we have a clearer
understanding of the features provided by correlation rules,
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we will return to use case and clarify how correlation rules
contribute to the effective detection of ransomware.

AES is an algorithm that uses a random key to encrypt files.
Ransomware uses two RSA key pairs: an attackers' hard-
coded public key [12]. Then the survivor's vital pair. It's
generated at the attack started. This key pair's private key is
encrypted with the public key of the attackers and saved NOT
REMOVE in the UNIQUE ID format. When the victim
delivers this file, attackers can save the victim's private key
using their own private key. The victim's public key is plain
text in PUBLIC. The use of encrypting randomly generated
AES keys per file is shown in Figure 4, which provides an
example of the affected file.

9qU 93q 9y IPq IJY, 92K 9GP ISS pgp PIp PU] pOK piL pIK cqp Ckb Cf cwg c1q qIq quE qp3 qPK qpF

8co zq byp wy 61q 3qu7 3G2 Up WY WIgX [0 [z W3q BIp opl ¥ X3q ¢4q 1px qBu qu8 1qp 1q] twb gp2
2d] 9qb wqy pur migp oqp oqur ogb oqz qpc {x qpy qpe bge bqr bay qr cf cn wix] &by pqpx ey 21b &2
ap bpb 1cq \s ¢q J¢q qpy 91 gLz (X1 qoc qocwy qocx sib 191 X[ex x| ¥[2p ¥]2u 1bE 1be 1bek pwb gp ed]

Fig. 5 Infected by Ransomware

IV. CONCLUSION

Online sources, including Global Threat Notification, news
feeds, market papers, and social media, can find several
compromise indicators (IOCs). These use cases may be useful
for formulating correlation rules and helping Threat Analyst
consider how to construct further. Most use cases are
company-specific and require some tinkering to satisfy
environmental needs. The good news is that nothing breaks
when building these rules. Each rule would result in a better-
monitored environment, reducing the time needed to detect a
cyber-attack.

Ransomware has lately become a profitable hacker
business and has evolved into a new form of malware. In
developing a more proactive approach to detecting and
recovering from cyberattacks, companies need new launching
ransomware attacks. The results from this study will support
organizations that use advanced correlation laws to create a
systemic structure for detecting Ransomware.
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