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Abstract—A reliable data is like the oxygen to the application systems. It keeps the application systems breathing and producing
meaningful information for day to day operation and decision-making purpose in an organization. The increasing demand of reliable
data in day to day operation sparks a big challenge in data integration implementation in many domains including public sector.
Through a successful data integration implementation, a trustable non duplicate data will be provided to the stakeholders. Public
sector as a domain which solely rely on creating value through services to the stakeholders critically in needs of reliable data to serve
the reliable information to the stakeholders. However, there is lack of research being done in diagnosing the issues and challenges of
data integration implementation in public sector. It is crucial to identify the issues and challenges so that we could come out with the
best recommendation to ensure the feasibleness of data integration in public sector. Thus, this research had explored the issues and
challenges in data integration implementation in public sector. Data has been collected using the qualitative method through the
content analysis and expert interview approaches. Foumnain issues and challenges were identified, namely; (1) lack of management
and organization support, (2) policy, standard and politics, (3) human resource incapability, and (4) lack of governance. The finding
of this research enlightens the issues and challenges in data integration implementation in public sector and offers the opportunity for
future work to propose the solutions to overcome the identified issues and challenges.
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I INTRODUCTION government. The extreme increment of data production

) ) ) ) ) through the technology evolution has been forecasted as
Technology is rapidly evolving and stimulating the pojow:

increase of data amount. Therefore, data has been described ,
as the new gold [1] . This is due to the finding that data
could transform into valuable practical information when

collected and interpreted justly. Data facilitate in creating data stored in devices will be roughly 4.5 times higher

value for organization through nine factors, which among than data stored in data centers, at 5.9 zettabyte by
them are data source, data collection and data analysis [2]. year 2021 [5].

Other than that, as information technology has become the Ty, the increment of data volume and the critical need

enabler in every industry, the volume of data gathered,qt collecting and interpreting data into useful information
tabulated and published increased significantly. This alsosuggest an efficient data integration implementation to be
promotes the development of big data [3]. Big data, a NneWeyecyted. Apart from that, integrated data has been
term used to _describe sgts of data that su!ts_the criteria Of'recognized for providing accurate, current and traceable
volume, velocity and variety (3Vs) [4]. It still imposed the ihtormation for the organizations [6]. Data integration is a
same integration and analytical method to be efficiently hrocess of traversing and consolidating data between
translated to a meaningful information. . storages, applications and organizations [7]. However, there
Quoted from Stu Higgins, Head of Smart Cities and 10T s fyrther explanation that data integration has become a
of CISCO United Kingdom and lIreland, he believed that giscipline that blend together the art of data management and
data is not going to be useful yet valuable until it was grficial intelligence [8]. Data integration discipline has
accurately integrated and interpreted [5]. Those researchearov\,n extensively and covering many technical aspects of

mentioned above portrayed the importance of data in thejniegration such as structured and unstructured data and
digital world today, as well as in developing digital providing business analytics ability.

data stored in data centers worldwide will
approximately quintuple by year 2021 to reach 1.3
zettabyte compared to 286 exabyte in year 2016; and
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Hence, the importance of a reliable data integration Il. MATERIALS AND METHOD
implementation is vital to cope with the current demand. )
Some of the advantages of an efficient data integration hag" Material of Research
been identified as in Fig. 1[9]: Focus of this research is to find the root cause of the
hiccups occurred in data integration implementation in
public sector. Issues and challenges were derived from
various case study in public sector across the world.
Research was also expanded to similar domain which has

been identified such as big data and open government data

: ) provide better integration.
improve social pnderstanding of 9

oufcomes by public service ; itati
attaining accurate s B. Adaptation of Qualitative Research

decisions This research will be conducted using qualitative method.
Qualitative research highlighted on understanding the
context, which demand data collection mechanisms and tools
that responsive to elemental meaning of the data [15]. In
conclusion, qualitative research needs more human touch
than quantitative research. Therefore, in qualitative research,
“researcher is the key instrument” [16]. Hence, all the
processes involved the researcher's investigation and
interpretation. Data is collected through various processes
such as documents analysis or content analysis, observation
Fig.1 Efficient data integration advantages forphblic sector and interview session. In some cases of gqualitative research,
instrument may be used but limited to the one crafted by the
Other than that, through the Whole of Government (WoG) researcher themselves [16].
concept, one of the critical success factors towards the Meanwhile, in accordance with [15], Sharan agreed that
integrated government that has been determined is providingnterview, observations and all types of document analysis
reliable information through “citizen centric services” [10]. will help the researcher to get insight on the research
Challenges in implementing data integration have becomeproblem and answering the research question in qualitative
one of the hiccups not only for the private sector but also forstudy. In this study, the qualitative method will be divided
the government to transform into “smart governments”. Datainto two main processes; literature review to determine the
integration offers a “smart service” precedent, which is a issues and challenges; and expert review for data validation.
trustworthy swift service delivery to citizens, businesses andOne of the approaches being identified to determine and
government authorities [11]. Hence, the efficient “smart build the theoretical framework is through the literature
service” as described by [11] in “smart government” will review [15]. Empirical data captured and examined by
only be visible with a reliable data integration previous researchers is referred to, through this process.
implementation. Building a “smart government” by
providing the citizens with value added services is also oneC: Three Phases of Research Process
of the initiatives mention in Industrial Revolution 4.0  This research has been designed and conducted in three
(IR4.0). At the same time, IR4.0 has identified data main phases as adopted from [17]. The three phases involved
integration as one of the main agenda in enhancing andare; selection of document and content analysis, expert
giving value add in information systems management [12]. interview validation and, results and discussion as per in Fig.
Hence, there is no doubt that supplying reliable data through?.
data integration will be creating more value to the
government’s services. Selection of
The current researches showed that most of the data Dacumontamd,
. . . . . . Content Analysis
integration implementation failed due to the technical and
non-technical issues and challenges equally. Previous
researchers found that the industry has declared the failure _

. . . . . . Experts Interview
rate of integration projects is around 70% with the issues of Talidation
such as technology, environment and management [13]. A
research on Open Government Data (OGD) also supported
the argument and described issues occurs in OGD
implementation is similar to data integration issues which
comprises the consolidation of technology-organization-
environment issues [14]. Thus, realizing the importance of ¥
data integration implementation in public sector, this Fig. 2 The research process
research will be carried out to find the root of the issues and
challenges of data integration implementation in the public
sector.

contribufe better
coordmation of
public services

establish citizen-
centric government

Analvsis and
Conclusion

1) Phase 1: Selection of Document and Content
Analysis: Relevantesearch articles were identified in Phase
1 wusing the keywords recognized earlier; “issues”,
“challenges”, “data integration” or “data sharing” or “data
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linkage” and “public sector”.

The theme for the research the issues and challenges in data integration implementation
articles selection was the issues and challenges in datéfom the practitioner

acumen. Experts were chosen

integration implementation in public sector. The selection according to their expertise and experiences in data
process involved in the Phase 1 as per in Table 1.

TABLE |
CRITERIA OF DOCUMENT SELECTION

Criteria

Details

Search

» Research databases: Scopus, World of Scienc
(WQOS), and Science Direct

» Search engines: Google Scholar and Research

Gate
» Trustable websites, such as the CISCO and
Deloitte

1%}

Keyword

* “issues, “challenge$ “data integration” or
“data sharing” or “data linkage” and “public
sector”

Year

* 2009 - 2019

Inclusion

« Journals, conference proceedings, books, theges,

reports
* Articles in English
» Open access articles

Exclusion

Articles written in other languages

integration implementation in public sector.

Issues and challenges pre-determined from the content
analysis process will be tabled out to the experts. Experts
were to verify the issues and challenges sorted out from the
documents and presenting their review pertaining the
research question. The same approach of conducting the
expert review process to verify the data in their research has
been adapted by [18]-[20]. It is also suggested for the
researchers to carry out a detailed interview with the public
sector personnel in order to gauge and verify the accurate
data regarding public sector from the real environment itself
[20]. Details of the experts involved in this research are as
per in Table 2.

The activities involved in this Phase 2 were:

Prepare the interview session. Ready
the interview guide and confirm the
schedule. Interview topic : issues and
challenges in current data integration
implementation in public sector.

Articles were selected from year 2009 to 2019 as to study

the pattern of issues and challenges in data integration
implementation in a decade period, from the electronic
government to digital government era. After the articles
screening process was done, content analysis was conducted
to review the selected documents. It has been agreed that
content analysis is the most common approach used to
review the documents according[i&k]. Meanwhile, content
analysis is also described as a tough job for the qualitative
researchers as they need to decide on how to represent the
data collected during the content analysis process whether to
illustrate it into the tables, matrixes or the narrative form

Conduct the interview session face to
face. Each sessions were recorded
and notes were taken on the spot.

Transcribe the interview session to

sort and analyse the data

[16].

TABLE Il
EXPERTSDETAILS LIST

Expert ID and job position | Job category and | Session
work experience duration

Agency A

Expert 1 Senior Manager - | 50

Senior Assistant Principal 20 years; 5 years of minutes

Director of Government experience in data

Data Exchange Team [36] | integration

Expert 2 Senior manager-18§ 55

Senior Assistant Principal years; 4 years of minutes

Director of Government experience in data

Data Exchange Team [37] | integration

Agency B

Expert 3 Operation-16 45

Senior Assistant Director of| years; 7 years of minutes

Data Management Team experience in data

[38] management

Expert 4 Operation-13 40

Senior Assistant Director of| years; 8 years of minutes

Data Management Team experience in data

[39] integration

2) Phase2: Experts Interview ValidationA series of
interviews were organized with

semi-structured

the

Fig. 3 Process of interview session

1) Phase 3: Analysis and ConclusioResults from the
content analysis and experts’ interview were categorized,
analyzed and discussed accordingly.

I1l. RESULTS ANDDISCUSSION

Major issues and challenges of data integration
implementation in public sector which determined from the
research are summarized in Table 3. Categorization done
based on the keyword found in the issues and challenges
being diagnosed. We had tabulated the issues and challenges
into 4 categories, which are; lack of management and
organization support, policy, standard and politics, human
resource incapability, and lack of governance.

Further discussions on the issues and challenges are as
follows:

1) Lack of management and organization support:
Management; and organizational capability and support,
portray an important role in data integration implementation.
Management and organizational issues such as the
technology adaptability, data collection procedures and cost
are among the challenges faced in data integration

determined experts from public sector to identify and verify jjementation in public sector that have being identified
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[6]. The data ownership management also being recognizediata integration is also the other challenge to resolve. This is
by [21] as one of the challenges occurred. These findingsto ensure the sustainability, maintainability and replicability
were also supported by a discussion which concurred thabr the implementation in the public sector.

issues pertaining organization’s vision, mission, culture and Concurrently, in the exploration of issues and challenges
structure, technology biasness and IT strategy also affectedn interlinking the OGD in the South Korea government,
the implementation of data integration in public sector [22], research revealed that the impact and utilization of policies
[23]. Meanwhile, it is conferred that not only the intra- introduced is inadequate [31]. Among the factors contributed
organizational issues has become the threat, inter-to this are, the lack of sharing culture and incompatible
organizational collaboration and management should bepolicy. Other than that, the poor standardization of OGD has
addressed too in order to successfully implementing databeen revealed as one of the challenges occurred.

integration in public sector [11], [24], [25]. Expert 1 and 2 from agency A; and expert 3 and 4 from
agency B, concurred on the idea of having a strong policy
TABLE Il and act to bind the data integration implementation as it
SUMMARY OF RESULTS involves sensitive issues such as data privacy and
Issues and challenges in | Researchers Interview organization’s policy [36]-[39]. Other than that, Expert 1,2,3
data integration session and 4 agreed that having a standard in data integration
implementation in public imposed in public sector will help in cutting the cost, time
sector and resources on the implementation [36]-[39].
Lack of management and | [6], [11], [21]- | VY
organization support [25] 3) Human resource incapabilittiuman resource skills
Policy, standard and [22]-[24], RER and competency also contributed as one the of issues and
politics [26]-[31] challenges in data integration implementation. Data
Human resource [11], [21]-[24], | VA integration team comprises from top management until the
incapability [27], [29], [32] technician level should not only being equipped with
Lack of governance [6], [27], [33] VWY technical skills but also managerial and communication
[36] skills. It is also suggested that past experiences in data

integration or any IT projects will benefit the data integration
Expert 1 and 2 from agency A stated that the managementeam [11], [22], [32]. Lack of skills in both technical and
support and organizational culture on knowledge sharing arenon-technical area will become a big challenge to execute
among the challenges that the government team faced duringnhe data integration implementation.
the data integration implementation [36], [37]. Expert 3 and Other than that, the involved participants must obtain

4 from agency B agreed on this and de_scribed as th_e majo£1dequate knowledge about data integration and knowledge
obstacle are the top management buy in that will drive thesharing [23], [27]. Not only the skill and knowledge are

implementation [38], [39]. important, but developing the culture of information sharing
2) Policy, standard and politicsTrust is the main  among the public sector personnel also is a challenge to be
concern that triggers to requirement of a compelling policy, addressefR1], [24]. On top of that, another issues identified
act and political supports in data integration implementation is the difficulty of finding the right personnel to join the data
in the public sector. Requiring trust in implementing data integration team [29]. This led to lack of capable resources
integration inter organizational is one of the challenges thatissue in data integration implementation in public sector.
has been rectified. The assurance of privacy dan data On the other perspectives, an appropriate data integration
protection are among the consideration of the users befords a critical factor in getting high quality information [37].
embarking into data integration implementation [26]. It is However, there are also issues and challenges in
agreed that having a “one-off’ implementation policy also implementing it, such as the human factor. For example,
creates a challenge to the integration initiative as there is ncgetting customers or users’ feedback is an important process
sustainability plan made [27]. Hence, imposing a legislative in successfully implementing data integration especially for
reformation and data sharing policy to overcome the fear ofbig data integration. Irrelevant and untruthful feedback will
data misuse, data custodian and trust issues among the useaiways lead to bigger issues.
and organization have become the recommendations which Conforming to all the issues above, Expert 3 from agency
had been discussed by [22]-[24], [28], [29]. In addition to B stated that the issues of lack of capable personnel is not
having a legislative binding the implementation, [24] only appears in public sector team but also the vendor team
proposed that the government of the organization shouldthat being hired to implement the data integration project in
prepare a road map or strategic plan blue print to assist thgublic sector [38]. Other than that Expert 1,2 and 4 agreed
data integration implementation. that some of the IT personnel in public sector relied too
Data integration has become a critical element in IoT much on the vendor or central agency for the data integration

implementation where they need to integrate many systemdmplementation [36], [37], [39]. This become a hurdle in
that shared the same data and information [30]. In thisMmaintaining the implementation across organizations.

research, they discussed on the issues of data privacy, legal 4) Lack of governancdT governance (ITG) presents an
approach and keeping the privacy of information bridge in jmportant role in an organization in managing the IT
loT environment. Other than the issue of trust, privacy andprojects.A research indicated that there were still lack of
embedding policy in data sharing for public sector, [24], [27] |TG knowledge in public sector organization [33]. Hence,
found out that having a standard to follow as a guidance inthe research urged the need to improve on ITG structures,
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processes and systems in public sector organization to ensuréorea and Georgia public sector, there is no specific
the accountability and reliability of IT projects including governance for data integration being introduced yet. In
data integration implementation. Malaysia, Malaysian Administrative Modernization and

In Ontario case study, a research found out that existingManagement Planning unit (MAMPU) as the central agency

improper legislative and governance have become as 40" IT in Malaysia is yet to produce a guideline for data
barrier to data sharing implementation in Ontario integration implementation in public sector [36]-[39].

government [27]. Meanwhile, it is proposed that a good 5y pjscussion:The underneath hiccups derived from the
governance should complement the good the technology Ofoyr main issues and challenges of data integration
data integration being used [6]. On the other hand, ajmplementation in public sector that has been pointed out
suggestion is made which in order to create a referencerom the research were illustrated in Table 4 and wrapped in
architecture  in  governing the data integration rig4. Among the issues compiled; policy, standards and
implementation, the Enterprise Architecture (EA) model politics has been discussed by most researches referred in
could be referred to as a guidance [34]. Considering EA as &hjs research. In many information technology initiatives,
guide will ensure a comprehensive bottom-up governancegych as the previous adoption of e-government projects, the
being developed. In previous study done by [35], they alsopqst compelling challenge apart from the technology
proposed of building a holistic knowledge sharing model for 5qaptapility itself was the legal framework set up. They also
the public comprising the dimensions of individual, found out that it is important for the government to set up
organization and technology referring to Government of ang enforce the act, policies and standards to secure the
Malaysia’s case study. . successfulness of the initiative [38]. The same scenario
~ Meanwhile, it is also conceded that governance is one th§gentified during the development and implementation of
issues that holding the data integration initiatives in public ywep 2.0 technology. Political aspects such as the ideology,
sector medical sector from expanding [36]. Expert 1,2,3 andpolitical rivalry and establishment could affect the policy

4 agrged on _there iS no comprehen;ive governance Yet ijecision making regarding the initiative [39].
data integration area for the public sector. Based on

benchmarking done by their agency on the UK, South of

TABLE IV
DETAILED ISSUES ANDCHALLENGES IN DATA INTEGRATION IMPLEMENTATION IN PUBLIC SECTOR
Issues and challenges Detailed issues and challenges References
Lack of management and « poor technology adaptability [6], [11], [21]-
organization support data collection procedures [25],
cost Expert [1]-[4]

poor data ownership management
no alignment with the organization’s vision, mission and structure
technology biasness
incomprehensive IT strategy

poor inter-organizational collaboration

Policy, standard and trust issues [22]-[24], [26]—
politics assurance of privacy dan data protection [31],
needs of legislative reformation Expert [1]-[4]

no data sharing policy
no road map or strategic plan
no standard applied

Human resource - lack of skills and competency [11], [21]-[24],
incapability « lack of managerial and communication skills [27], [29], [32],
« lack of capable resources Expert [1]-[4]

incompetence vendor
customer or user unreliable feedback

Lack of governance - to improve ITG structures, processes and systems [6], [27], [33]-
« no reference architecture [36],
« no holistic model of data integration governance Expert [1]-[4]

Meanwhile,lack of management and organization support procedures are among the challenges being picked up as
has become the second most significant issue and comprisechentioned in Table 4. The root cause of the lack of
the most underneath hiccups. Issues such as; no alignmemhanagement and organization support issue was verified by
with the organization’s vision, mission and structure, all the Experts as the failure of getting the top management
technology biasness, incomprehensive IT strategy, poorbuy in and to align the business strategy with the
inter-organizational collaboration, cost and data collection Information Technology (IT) strategy.

The next step after diagnosing the issues and challenges ithe Data Governance Institution (DGI) suggests 6 focus
to find the dimensions and factors that best fix the issues andireas in data governance which are;
challenges identified. Through the research, we discover that - Policy, standards and strategy;

- Data quality;
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« Privacy, compliance and security;
Architecture and integration;
- Data warehouse and business intelligence; and

« Management support. Measure the

value of data

Align business

Two of the focus areas discussed by the DGI matched e o, S"a;irggtea;‘yd &
the finding of this research on the issues and challenges of efforts B
data integration implementation in public sector. The DGI
pointed out policy, standards and strategy, and management
support as among the focus areas that should be emphasizec
in data management regardless the activities involved T Build up
including data integration [40]. report on data human

For example, for the focus area of management support; ir_ltt?tg_ﬁ:_ti?n
The DGI proposes the activities below as in Fig. 4 to charter v

competency on
data integration

the management accountability in data governance:

Measure the value of . =
data and data-related Aliga: fmeviocks and

initiatives management &
efforts 2

awareness

program among
the
stakeholders

Identify SDLC Identify stakeholders, in public sector
embedded governance establish decision
steps and loop-outs for rights, clarify
projects accountabilities

V. CONCLUSION

integration, will assist in successfully implementing the data
integration in public sector.

Identify
stakeholders,
clarify
accountabilities

Establish policy
and standard on
data integration

Fig. 6 Wrap up of issues and challenges in data integration implementation

Monitor and report on
data-related projects

Promote data-related
messages and positions

Fig. 4 Activities Proposed

This paper has contributed in diagnosing the main issues
and challenges obtained in data integration implementation
in public sector. It is also verified through the expert review
that the issues and challenges derived from the content
analysis represent the real scenario in public sector
collectively. Through the content analysis and expert review
processes four main issues and challenges were concluded;
(1) lack of management and organization support, (2) policy,
standard and politics, (3) human resource incapability, and
(4) lack of governance. The four issues and challenges that

The example of suggestion made by the DGI could bejaye peen diagnosed exhibits that apart from technology, the

enhanced to suit the data integration initiatives as proposejimensions of management and governance represent a
by this research in Fig.5.

(1) lack of management
and organization support

(2) policy, standard and
politics

(3) human resource
incapability

4) lack of governance

N
%{ _
7

— =

"

Issues and challenges

in data integration
implementation in

<

public sector

—_—

significant role in data integration implementation in public
sector. Suggestion made in section Ill, subsection 5 could be
used as a fundamental to further enhance the research on
finding the solution. However, it is recommended for
further research to first determine the severity of each issues
and challenges identified in order to propose the best
solutions to conquer it. Solutions for each issues and
challenges could be identified by finding the right dimension
and factors devoting to it.
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Fig. 5 Suggested activities to overcome the issues and challenges in data

integration
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However, further research needs to be done to identify the
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