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Abstract— The concern raised in late 2017 regarding 46.2 million mobile device subscriber's data breach had the Malaysian police
started an investigation looking for the source of the leak. Data security is very important to protect the assets or information by
providing its confidentiality, integrity, and availability not only in the telecommunication industry but also in other sectors. This
paper attempts to protect the data of a patient-based clinical system by producing a risk treatment plan for its software products.
The existing system is vulnerable to information theft, insecure databases, poor audit login, and password management. The
information security risk assessment consisting of identifying risks, analyzing, and evaluating them were conducted before a risk
assessment report is written down. A risk management framework was applied to the software development unit of the organization
to countermeasure these risks. ISO/IEC 27005:2011 standard was used as the basis for the information security risk management
framework. The controls from Annex A of ISO/IEC 27001:2013 were used to reduce the risks. Thirty risks have been identified, and
seven high-level risks for the product have been recognized. A risk treatment plan focusing on the risks and controls has been
developed for the system to reduce these risks to secure the patient's data. This will eventually enhance the information security in
the software development unit and, at the same time, increase awareness among the team members concerning risks and the means to
handle them.
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management. In ISO/IEC 27005 standard, there are six risk
I. INTRODUCTION management processes listed. They are context
festablishment, risk assessment, risk treatment, risk
acceptance, risk communication, and risk monitoring and
eview.
A product at a local bioinformatics software company

There was an uproar in late 2017 concerning the leak o
46.2 million mobile device subscriber’s data. It was alleged
that the data breach included more than 80,000 personaf

information coming from the Malaysian Medical Council, | . : .
the Malaysian Medical Association, and the Malaysian consists of a patient-centric system. It is vital to secure the
’ patient's information against unauthorized disclosure of

Dental Association, according to Lowyat.net. Jobstreet.com! g O ; . :
also reported that private information had been compromisednformat'on' This information will be encrypted to protect its

for subscribers who had their accounts created before 20150Nidentiality and to maintain patient's —information
[1] integrity, where the content of the data is guaranteed against

any tampering attempts. For example, a patient report can

The loss of such confidential information is damaging to v be sianed off b horized ohvsici Havi
the organization, and it can put that organization into a huge®™y P€ Signed off by an authorized physician. Having a

risk. Thus, information security risk management should be System that is compliant to an international standard will
implemented into the organization to protect and to achieveUPho!d the market value of the product. Users can be assured

the confidentiality, integrity, and availability (CIA) of the gg?]tﬁggilydata are safe and that they can use the product
assets [2]. : )
The ISO/IEC 27005:2011[3]-[7] information security risk 1€ controls from Annex A of ISO/IEC 27001:2013 [8],

management standard is an example of a standard thal(g] are useful in_ handling and _helping to red_uce the_ risks
provides guidelines for information security  risk encountered. Risk treatment will reduce the risks which are
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not acceptable by using the controls from Annex A in further categorized into malicious and non-malicious. The
ISO/IEC 27001. Another document named the Statement ofmalicious act includes theft, unauthorized access to the
Applicability (SoA), which listing all the controls needed, system or network services, and loss of organization assets.
will be produced. It will specify which controls are Non-malicious acts refer to the employee that
applicable and which are not, plus the reason they areunintentionally exposed confidential data, which can be the
applicable or not applicable, the objectives to be achievedbiggest threat inside the organization itself. Few employees
with the controls, and the description on how the controls are aware that they have the responsibility to protect the
will be implemented. organization's confidential data and fail to identify which
Once the SoA is done, a risk treatment plan will be data is confidential and which are not. Their lack of
produced. It contains detailed information on how the awareness can cause huge loss to the organization.
controls in the SoA are to be implemented, who will be
doing what, and when. The risk treatment plan will only B.
focus on the controls. After all the documents are ready, itis An asset is a valuable thing, information, or anything that
then time to implement the controls to the system. is important to an organization that they could not afford to
This paper starts with a review of information security lose in any means possible. The standard ISO/IEC
risks. The following section will elaborate on the 27001:2013 ensures the security of the assets [19] from any
methodology of the work, followed by the discussion in the threats. Assets can be divided into tangible and intangible
fourth section. We will end this paper by discussing the assets, measured in money. Identifying assets are important
adoption done and present our conclusions. for risk management analysis. After identifying the assets,
Information security is a significant worry in various they are then ranked into different classes, for example,
industries. There have been cases of privacy theft that led t@ritical assets, moderate assets, and low asset classes. This
massive economic damages [2]. To mitigate these criticalwill guide the organization to be more concerned about the
information security risks, some standards are explored andnost critical assets as a priority. Assets are exposed to
investigated, such as ISO 27000, 27001, 27002, 27003, anaarious threats [15].
27004 [4], [10]-13]. It is necessary to counter the C. Vulnerabilit
aftereffect of any threats to an organization by implementing = y
information security risk measures [14]. Vulnerability is defined as a weakness that is either
There are a few factors that are important for us to accidentally or intentionally triggered. The weakness in the
understand before implementing our work. The is a Security or controls of asset may be exploited by threats [9],
relationship among threat, asset, vulnerability, and risk as[15] Vulnerabilities usually is a technical issue, but
can be seen in Fig. 1, therefore, this section deals with theisometimes the incidents were caused by human, for example,

relationships. The following subsections describe each itemthe employee uses weak password which is vulnerable to
in detail. attack from an outsider. Sometimes, without notice or

awareness, someone will download software, not knowing
that it contains malicious code. Both organization and
organization products are vulnerable to threats.
A Identifying  vulnerabilities is essential for the
implementation of ISO/IEC 27005 standards by using
controls to mitigate the identified vulnerability and to protect
assets via preventative, corrective, or detective measures [7],
[20]. Not all threats can be identified during the development,
thus the product risks being delivered with some
vulnerabilities to the users. From time to time, update or
patch will be released to fix those flaws. The costs to have a
good security into a product or software are huge, the
budgets are limited and usually will not be able to cover
Fig. 1 The relationship among threat, asset, vulnerability and risk additional security implementation. When there is no
vulnerability being exercised, there is no risk from a threat
source.

A. Threat

A threat is defined as any prospective action that can _
cause harm or loss to a service or product. Usually, toD- Risk
prevent any loss after the production phase, threats are being Risk is defined as an uncertainty that could affect one or
identified in the early stage of product development. The more objectives [15], [16]. For a risk to be present in the
cost of threats removal or reducing threats late will be verysystem, a threat must exploit a vulnerability through any
high. It is a well-known fact that prevention is always better potential action and cause assets damage or loss [10]. It is
than cure [15]. important to understand what risk mean in the information
It is seen as an action, a potential action, or no actionsystem security. To easily identify the security risks, one
which can cause harm and damage that can be divided intenust know or identify the assets, the possible threats to the
natural threats, human threats, and environmental threatsissets and the vulnerabilities exploited by these threats. The
[16], [17]. The number of human threats in security and risk analysis is the most complex part in implementing
privacy incidents is growing [18]. The human threats can be
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ISO/IEC 27005:2011. Examples of security risks are shownstandard do not specify what methodology to be used for the

in Fig. 2. risk assessment, it is up to the organization to apply any
methodology that suitable to their needs. Deliverable from
Unauthorized this activity is the risk assessment and risk treatment

Internet and ¥ BCCESS o Hardware theft methodology dOCU ment.

Network attacks

The goal of this context establishment is to define the
basic criteria, scope and boundaries and rules on how to
perform the risk assessment and treatment. Basic criteria
System failure [ . N B must be defined beforehand which include risk evaluation

criteria, impact criteria, and risk acceptance criteria. The
scope of the risk assessment is within the Software
Fig. 2 Types of Security Risks Development Unit.

The origin of unauthorized access can be from externalg  Rig Assessment
and internal threats; due to the improper access control, the
organization exposed to unauthorized access to their.
important data. The insider threats such as authorized user
can be a risk to the organization if not appropriately

Security Risks

After the risk assessment methodology has been decided,
is time to do the risk assessment activity. Risk assessment
A) is a systematic process to identify risk, evaluate risk,
controlled. Whenever the network is compromised intruders Prioritized risk bgs_ed on the risk evaluati_or_l criteria. Th_e r_isk

' assessment activity can be further split into three distinct

such as hackers can easily attack the system. S . o e . L
Risks from the external and internal threats are very Costlygcnvmes, which are risk identification, risk estimation, and

loss of credibility, the reputation of the organization is at risk, risk evaluation [27]. The purpose of |Qentlfy|ng the ”S.k IS to
and loss of market share. Risks include unauthorized®@'y out a thorough and systematic process to find out
disclosure of confidential information, disruption of services, everything that could endanger the confidentiality, integrity,

the loss of employee productivity, financial loss, legal %nd _f{:\va!lablhtyf of the mfor:matlon. lt. |.ncludes thf
implications from customers or public or investors, and 'dentification —of - assets, threats, —existing ~controls,

blackmail may happen by threating to expose confidential vulnerabilities, and consequences. .
information [21], [22]. Assets can be divided into primary assets and supporting

ISO/IEC 27001 is the best-known standard in the family, assets. Patient information and busine;s processes have been
identified as a primary asset. Supporting assets include the

management system (ISMS). An ISMS [23] is a systematicSOﬂware’ hardware, network, —personnel, site, and

: o - ; ization. Threats identification has been made through
approach to managing sensitive company information so thafrganiza ;
it remains secure. It includes people, processes, and I-[d|scu55|0n and with the help of threat catalog from Annex C
systems by applying a rick managem'zm pfocess of ISO/IEC 27005:2011[28]. Annex A ISO/IEC 27001:2013

[26], [29], [30] has a total of 114 controls that are available
for use. By identifying existing controls, additional costs can
) . . ) be prevented, and only necessary controls are being
Information security assures all information assets arejmplemented. There is a total of 23 existing controls

protected with confidentiality, integrity, and availability jdentified. Table 1 shows several identified controls.
(CIA) [24]. 1t offers market assurance by protecting

providing requirements for an information security

Il. MATERIAL AND METHOD

confidential data in a well-mannered method. ISO/IEC TABLE |

27005 standard provides guidelines for information security SEVERAL EXISTING CONTROLSTHAT HAVE BEEN IDENTIFIED

risk management, which supports the ISO/IEC 27001 ISMS, No. Controls ID Controls to be implemented
Implementing ISO/IEC 27005:2011 to the system will be a| 1 A7.3.1 Termination or change or employmeént
huge advantage because it will help in the risk management responsibilities

process [25]. ISO/IEC 27001:2013 standard [26], on the| 2 A9.2.1 User registration and de-registration
other hand, provides an overview of risk management.| 3 A.9.2.2 User access provisioning

ISO/IEC 27005:2011 risk management process is comprised 4 A9.2.3 Management of privileged access
of 6 activities, which are context establishment, risk rights

assessment, risk treatment, risk acceptance, risk—> A9.2.5 Review of user access rights
L . o . 6 A.9.2.6 Removal of adjustment of access
communication, and risk monitoring & review [25]. rights

In this paper, we will focus on the creation of the risk
treatment plan. The plan will detail out the security controls The threats and vulnerabilities have been identified
that need to be implemented, who is responsible for themthrough discussions and by referring to the catalog available

and how the decision on risk treatment is made, and lastlyc o "A nav ¢ and D of ISO/IEC 27005:2011. Table 2

what are the necessary tools to be used. The riskSh : : P -
L ] - ows the different identification activities. The approach for
management activities of ISO/IEC 27005:2011 are divided risk analysis can be made qualitatively or quantitively. The

into the following sub-sections: loss of the CIA of the assets should be assessed too because
A. Context Establishment different threats and vulnerabilities will have different

The first thing to do before doing the risk assessment is to|mpacts. Then, the business impact can be represented

define what methodology to be used. This is the most(w"’llit"’u.i\./e'y or qugntitatively. Besides, the .inc_ident
important parts of ISMS implementation. ISO/IEC 27001 probability of happening should be assessed qualitatively or
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guantitatively so that the probability of each incident and objective of this paper is to come up with the

impact are able to be assessed. implementation plan. This plan is to be prepared before the

TABLE Il real implementation is put in place. The deliverable for this

IDENTIFICATION OF ASSETS THREATS, CONTROLS VULNERABILITIES, AND activity is the risk treatment plan, which will be used for the
CONSEQUENCES real implementation at a later stage in the organization. This

Identification | Activity paper does not include the fourth activity of risk

Assets Any asset that has value to the organizatign ~ management, which is risk acceptance.

and requires protection must be identified. After the risk treatment plan has been defined, the residual

The asset owner also should be identified for  risks must be determined. These residual risks will go
each asset. The asset owner will determing through the risk assessment process again, and if the risk

the asset value. acceptance criteria are still not met, we will go through

Threats The threats should be identified generically 5 qther jteration of risk treatment before proceeding into risk
and by type. acceptance

Controls The source of threats also needs to be )
identified.

Vulnerabilities | Identify the existing and planned controls. lll. RESULTS ANDDISCUSSION

Consequences |  Identify the control implementation and usage  Risk evaluation was done to prioritize the risks identified.
status. Risk levels should be compared against the risk evaluation

) . ) ) and risk acceptance criteria to produce the risk ranking.
To evaluate the risks, the estimated risks will be comparedagter the risk assessment has been done, there are a total of
against the risk evaluation criteria and risk acceptances risks identified. And from the 30 identified risks, there
criteria.  After risk estimation has been done, risk evaluation gre seven risks considered as high risk. The option that was
will be used to make decisions for future action. As there areysed during the risk treatment is risk modification. The way
multiple low and medium risks cases, ISO/IEC 27005:2011 this was done was through brainstorming with a few people
suggested that the information security properties, and theesponsible for the project. The output was written on Excel
importance of the business process that are supported b¥nheets.
certain assets should be taken into consideration. The risk treatment activity was done to specify which
: security controls need to be implemented, who should be
C. Risk Treatment . T Y .
responsible for doing it, what the deadlines are and which

_ The risk treatment option is based on the outcome of theegoyrces are required to be implemented in the future. We
risk assessment result. The priorities of each individual ”Skgave priority to the higher level of risks from the list of

should be defined clearly for the implementation and their jyentified risks

timeframes [8], [31]. The purpose of risk treatment activity |y the risk treatment plan, all controls that must be
is to _speC|fy Whlch security controls nee_d to |mplemente_d, implemented must be listed, with details on how to
who is responsible for it, what the deadlines are and whichjmplement those controls. The risk treatment plan must get
resources, for example, financial or human, are required forapproval from the risk owners because they are the ones who

the implementation. ~ This implementation means writing il ensure the effectiveness of the implemented controls
various policies and procedures, implementing Some a4 the risk treatment.

technical controls, and organizing processes differently. taple 3 shows a part of the risk treatment plan. The risk
Several policies have been identified. There is a need foleaiment plan produced will be used as guidelines for future
documentation to satisfy the control from Annex A of ISO jnplementation of controls into the organization. By
27001. ) ) o ) implementing the risk management framework into the
The deliverable from this activity is the risk treatment organization, the organization will have a proper procedure

plan. A risk treatment plan will record all the foigentifying and mitigating the encountered risks.
implementation plan for the identified risks. Risk reduction

is the only risk treatment entity selected for this project. The

TABLE Il
A PART OF THE RISK TREATMENT PLAN
No Risk Controls ID | Controls to be Responsible Resources Results
Implemented Person
1 Backup is not made A12.3.1 Information backup Employee 1 person 1 day Not yet implemented
regularly
2 No 'logout’ when A11.2.8 Unattended user Developer 1 personl day Not yet implemented
leaving the workstation| equipment
3 Unprotected passwordA.10.1.1, Policy on the use of Developer 1 personl day Not yet implemented
tables, Unprotected A.10.1.2, cryptographic controls,
database A.18.1.5 Key management,
Regulation of
cryptographic controls
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There is a total of 30 risks identified during the process
of risk identification. And out of 30 total risks, 7 risks are [y
considered as a high-level risk. To treat these risks, controls
from the Annex A of ISO 27001:2013 will be implemented [2]
to reduce them. After all the controls have been identified,
the risk treatment plan is produced where the
implementation method, the person responsible for the[3]
implementation, and the dateline are identified. The
responsible manager must review this proposed plan tol
obtain higher management approval.

For the current organization, the ISO/IEC 27005:2011 is
found to be a suitable standard to help the software
development unit to implement information security risk 5]
management into the existing systems. This standard hag
guidelines that are detailed enough to cover the risk[e]
assessment and risk treatment process required by the
organization. The implementation of the risk assessment did
not require sophisticated nor expensive tools. We were ablgz
to implement the process by just using Excel spreadsheets,
catalogs of vulnerabilities and threats together with a good
risk assessment methodology. (8]
IV. CONCLUSION [9]

The risk management methodology has been performed,
and the result obtained is the risk treatment plan. This plan10]
will be useful for future control implementation. Due to the
short time frame to prepare this paper, only a risk treatment'!!
plan was produced without being implemented yet. In the
next phase, this risk treatment plan will be used as a[12]
guideline to implement the controls into the organization.
The implementation of ISO/IEC 27001 standard into the
Development unit of the company will be very beneficial for
everyone.

With the information security risk management process [14]
being implemented into the company Development Unit, the
information assets will be secured. The organization will 15
also have a proper procedure or process to identify risks,
evaluate risks, and treat the risks with the security risk
management part adopted from the ISO/IEC 27005 standard

Several challenges were encountered in this project.
Some people did not fully understand the importance of risk
management, and they thought that this procedure was just
another effort that was added to their workload. Therefore, [*8
there was a need to spend some time convincing them of
how important this work is. [19]

In this paper, 30 risks have been identified, and 7 of them
were categorized as high-level risks for the product. A risk 20]
treatment plan has been developed for the system to reducge
these risks to secure the patient data, thus preventing any
data theft. This plan will describe which security controls
need to be implemented, who is responsible for them, what?l
the deadlines are, and which resources are required, and jb
will be the document that all will be referring to in the future
implementation in the software development unit of the [23]
organization.
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